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Introduction

B About This
Guide

Audience and
Prerequisites

Important
Information

B DRC INSIGHT

Online Learning

System
Overview

This user guide is part of a multi-volume set that describes how to
configure, install, manage, and troubleshoot the DRC INSIGHT Online
Learning System, or DRC INSIGHT. This volume, Volume I: Introduction
to Online Testing, introduces the components that make up DRC
INSIGHT; references configuration, installation, network, and system
requirement information; and provides state-specific testing information as
well as a glossary of common online testing terms.

All of the volumes in this guide are designed primarily for the Technology
Coordinators (TCs) who are responsible for setting up and managing
online testing, and ensuring their systems work effectively and securely.
TCs should be knowledgeable about the technical details of the various
operating systems and have the necessary security privileges to perform
the tasks discussed in this guide.

This guide is also designed to help Test Administrators (TAs), District Test
Coordinators, (DTCs), and School Test Coordinators (STCs) use DRC
INSIGHT more effectively.

(1) Important: Throughout this user guide, the Information icon (1)
indicates important information or crucial tips.

DRC INSIGHT works with various software and hardware components to
provide a secure, proven online testing system that successfully delivers
statewide assessments. DRC INSIGHT delivers assessments and related
resources online for all content areas and grade levels by incorporating
computerized testing, related resources, dynamic reporting, and a suite

of tools. It works with the Central Office Services (COS) to help manage
network traffic, maintain connectivity, and handle bandwidth issues.

DRC INSIGHT System Overview
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TEST TEST
AND eDIRECT SERVICES (COS)
Installation and Content Management DEMOS PRACTICE
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Introduction

INSIGHT Web The main component of DRC INSIGHT is the secure web-browser testing
Browser and interface installed on each testing device. This software communicates
INSIGHT Server with the DRC INSIGHT server to provide online tools training and test

questions to the test taker and to send responses to the DRC INSIGHT
server, which stores them securely. Throughout the volumes in this user
guide, we refer to the secure web-browser testing interface simply as

INSIGHT.
Main INSIGHT When a testing device is successfully registered with INSIGHT, the main
Page testing page appears, as shown below. The image below shows the page

that appears when you start INSIGHT. This page contains links to tests,
Online Tools Training (OTT), and tutorials.

Note: In the other volumes of this user guide, a generic image is used to
indicate multiple testing programs, if applicable.

Welcome to the South Carolina Online Assessmen

C A

— =
outh outh
End-of-Course/Examination End-of-Course/Examination End=of-Course/Examinatiq
\jl;; ram Program Program
.5/ >

Fall/Winter Spring Sumr

Online Tools Training Online Tools Training Online Tools Trainii

Test Sign In Test Sign In Test Sign In

SC READY ¥

South Carolina College- and
Career-Ready Assessments

R
south Caroling

H

SCPASS

Online Tools Training

System Readiness The System Readiness Check runs when INSIGHT is installed or starts. It helps
Check you verify that the testing device is configured correctly and ready for testing.

. DRC INSIGHT’s Online Tools Training (OTT) simulate online testing and allow
Online Tools . . .. , .
Training (OTT) students to practice using the testing interface’s online tools.
e The OTT allows students to become familiar with the online test
environment and the suite of online testing tools, such as the Line Guide tool
and the Highlighting tool.

* The OTT contains sample test questions to help students become familiar
with the tools and features available during online testing.

Note: Install INSIGHT on the testing computers as early as possible to give
students time to familiarize themselves with the INSIGHT test environment and
the testing tools.
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Tutorials

Testing
Accommodations

Human Voice Audio

Video Sign Language

B The DRC
INSIGHT
Portal and
the eDIRECT
System

DRC offers online tutorials to help students become familiar with all
aspects of online testing. Students can access the tutorials from the DRC
INSIGHT Online Assessments Tutorials link from the main INSIGHT
testing page.

DRC INSIGHT also offers many accommodations, including optional
testing accommodations, to help students test successfully.

(1) Important: A COS service device configured for Content
Management and Content Hosting, or a Testing Site Manager (TSM)
configured for content caching is required for testing accommodations.

Human Voice Audio (HVA) is an audio accommodation that allows a
student to listen to the test read by a human voice. For the INSIGHT
version of HVA, a computerized voice reads the online help to the student.
A human voice reads the directions and test items.

Video Sign Language (VSL) is a video accommodation that allows a
student to see both the test instructions and the test content signed visually
through an online video. This accommodation is available in American
Sign Language (ASL).

(1) Important: Throughout this user guide, all references to VSL refer to
signed content presented in the ASL version.

The DRC INSIGHT portal is a secure gateway to the various testing
programs and tools that you have permission to use through the eDIRECT
system. The eDIRECT system provides distribution and administrative
functions for the DRC INSIGHT Online Learning System.

» Technical users download COS, INSIGHT, the TSM, and other
software and links from the eDIRECT system to set up their testing
environment.

* Administrative users use the eDIRECT system to create student
records, test sessions, and test groups to help manage or monitor their
testing environment and report the results.

Details of the eDIRECT system are covered in the eDIRECT user guides.
it |

v Welcome to eDIRECT
DRC Congratulations, you have successfully logged on.

Several helpful links are just a click away. Please take time to familiarize yourself with the Navigation Menu at the top of the
page. It provides access to Manuals, Key Dates, Enrollment Verification, and Report Delivery among other useful tools.

ACCESS ONLINE TOOLS TRAINING WITH GOOGLE CHROME

Publicly accessible versions of the Online Tools Training are available. Please copy the link below into Google Chrome to access these practice
opportunities. Note that Google Chrome is the only supported browser for this public version of the Online Tools Training

WBTE Portal : https://wbte.drcedirect.com/SC/portals/sc/
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B Testing Site
Manager (TSM)

Content and
Response Caching

TSM Diagnostic
Tools

INSIGHT also offers the Testing Site Manager (TSM), a web-based
application that provides caching and software tools. Usually, you install
the TSM caching software on one or more computers with sufficient

bandwidth to help manage and streamline communication between the test
devices and the DRC INSIGHT server.

The TSM offers two types of caching—content caching for test content
and response caching for student test responses. At test time, the TSM
content caching software sends its cached test items to the testing devices.
This content must be current in order for students to test.

(1) Important: You cannot configure a TSM for content caching and a
COS service device for Content Management within the same location in a
COS - Device Toolkit configuration.
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Figure: TSM Content and Response Caching

During testing, if the test computers can communicate with the DRC
INSIGHT server, responses go directly to the server. If test computers
cannot communicate with the server, the response caching software buffers
and stores their test responses. When the response caching software is
communicating with DRC, it sends test responses to the DRC INSIGHT
server every fifteen minutes. Even if DRC is not currently communicating
with the testing computers, the test responses are still being stored on the
TSM for transmission to DRC, so no responses are lost.

(1) Important: TSM response caching is used during a test session—
students cannot start a test session if there is no communication between
the INSIGHT server and the testing device, or if there are unsent responses
on the TSM.

In addition to content and response caching, the TSM offers diagnostic
software tools, including Load Simulation Tests and Ping Trend Graphs.

Page 9



Introduction

INSIGHT,
the TSM,
Computers/
Devices,
and Testing
Programs

Software
Installation and
Update Rights
for INSIGHT
and the TSM

You can install a TSM and INSIGHT on a computer, and configure
INSIGHT to support one or more testing programs (for example, a
consortium program and your state-specific testing program).

*  You can install a TSM on a Windows or Mac computer, but you can
only install one TSM per computer.

To use the TSM with two different testing programs, you must install
two TSMs, one for each program on separate computers (or uninstall
the first program’s TSM and install the second TSM on the same
computer).

*  You can install INSIGHT on a Windows or Mac computer, or on a
Chromebook or iPad or Android device.

From that single computer or device, you can use INSIGHT to access
multiple testing programs. When you start INSIGHT, a page lists the
different testing programs from which you can select.

*  You can install a TSM and INSIGHT on the same Windows or Mac
computer.

* You can install INSIGHT on a Windows or Mac computer and
configure it to work with a TSM that is installed on a different
Windows or Mac computer.

* You can install INSIGHT on a Chromebook or iPad or Android device
and configure it to work with a TSM that is installed on a Windows or
Mac computer.

Certain software rights are required to install and/or automatically update

INSIGHT and the TSM software.

* INSIGHT requires Administrator rights to install it and Write access to
perform the software Auto Update function.

* The TSM software requires Administrator rights to install it and to
perform the software Auto Update function.
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B Central Office

Services (COS)

COS - Device
Toolkit
Interface

COS
Terminology

Central Office Services (COS) is a software tool that allows you to install,
configure, and manage your online testing environment from a central
location. The complete COS software consists of a number of functional
components, including Content Management and Content Hosting.

COS is being developed and rolled out in a series of releases. The initial
release of COS has the following characteristics:

» It supports both Content Hosting and Content Management.

» Its COS - Device Toolkit interface allows you to seamlessly organize and
configure your testing devices.

» It allows you to use response caching with a configured Testing Site
Manager (TSM).

The user interface to COS, the COS - Device Toolkit interface, consists of
two tabs—Configurations and Add New Configuration.

The Configurations tab displays a visual dashboard of the configurations
that currently exist in COS. The COS dashboard displays status information
about all configurations as well as links to information about specific
configurations, and the testing devices and service devices associated with
each configuration.

Configurations = Add New Configuration

y & Fully Functional
| 4 Q) Outefdate
[ & A Unabletofind

ervice Devices: (0) Testing Devices: (0) Location: (1)

ervice Devices: (0) Testing Devices: (0) Location: (1)

ervice Devices: (3) Testing Devices: (0) Location: (1)

ervice Devices: (0) Testing Devices: (0) Location: (1)

ervice Devices: (0) Testing Devices: (0) Location: (1)

t gl » |[»][ 5 v |items perpage 1:50f 45 items

Copyight @ 2017 Data Recagrition Corporation Minimum Browser Requirements | Security and Confidertiality Agreement

The Add New Configuration tab allows users to create simple COS
configurations that are useful for testing students without using a COS service
device.

Refer to the Glossary on page 47 for COS terminology. The terms specific
to COS are highlighted in blue.
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Visual Overview of COS

COS consists of configurations, service devices, testing devices, the TSM, and related options. The diagram
below visually overviews a sample relationship between these COS components.

SERVICE
DEVICE 1A

|

Testing
Device 1b

; T A
i | ) 4( "
\ TSM \Vﬁw
T2 . for response
= N/ Esh'ng : ealing . ( v, Testing
f evice 1c - V) Device 2¢

CONFIGURATION 1 CONFIGURATION 2
Configurations Testing Devices
A COS configuration has two primary functions: For a student to test using DRC INSIGHT on a testing
device, the testing device must be registered to a COS
* Itallows you to logically group testing devices and configuration and cannot be used in another configuration
service devices without moving the device. After a testing device is

registered with a configuration, the device becomes
part of the pool of testing devices associated with
that configuration. Registering a testing device to a
In the diagram above, when a student logs into INSIGHT  configuration defines which COS service device will
on any testing device in CONFIGURATION 1, their test ~ provide test content to the testing device.

content comes from SERVICE DEVICE 1A. If the main

Internet connection is lost, the student’s responses will be ~ In the diagram above, moving a testing device from
sent to the TSM (response Caching)' CONFIGURATION 1 to CONFIGURATION 2 causes the

device to receive test content from SERVICE DEVICE
When a student logs into INSIGHT on any testing device ~ 2A and removes response caching. Moving a testing
in CONFIGURATION 2, their test content comes from device from CONFIGURATION 2 to CONFIGURATION
SERVICE DEVICE 2A. There is no TSM configured for 1 causes the device to receive test content from SERVICE
response caching in this configuration. DEVICE 1A and adds response caching.

» Itallows you to easily specify the settings for all of
the devices in the configuration

Service Devices TSM and Other Options

The COS service devices provide the test content and test ~ Within a COS configuration, a location can define a TSM

hosting services for the configuration, if those services are ~ for response caching®, indicate whether a testing device
enabled by the configuration. receives automatic updates of the INSIGHT software,

determine which administrations will be available from
Once a service device is registered with a configuration it~ the service device, specify a proxy host for offline testing,

cannot be used in another configuration without moving and other settings.

the device. If there are multiple service devices in the

configuration, the device becomes part of the pool of *A TSM can also be used for content caching within

service devices associated with that configuration. a configuration location if the location does not use a
COS service device for Content Management or Content
Hosting.
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Visual Overview of Testing with COS

The following diagram provides a visual overview of the process of testing with COS, with both Content
Hosting and Content Management configured on the COS service device and with a TSM configured for

response caching.

Diagram: Testing with COS with Content Hosting and Content Management Configured

COS Service Device

amazon
cloudfront

sssssssssscsssssssssssscssscase e In'erne|

.............................F
@Response Data (Primary)

Students

CONTENT MANAGEMENT AND CONTENT HOSTING

When Central Office Services (COS) is installed and configured, the Content Management service retrieves the test items from the Amazon Web
Services (AWS) CloudFront and stores it on the COS service device before the students start testing.

@ When the students log in o their tests, Content Hosting delivers the cached test items directly from the COS service device to their testing devices,
reducing the test startup time for these students. All of the cached test content is encrypted for security.

RESPONSES AND RESPONSE CACHING
@ During testing, if the test computers can communicate with the DRC INSIGHT server, the test responses (labeled Primary Response Data in the diagram)
go directly to the DRC server. If the testing computers cannot communicate with DRC and a TSM is not configured for response caching, testing ends.

@ If the testing computers cannot communicate with DRC and a TSM is configured for response caching, the response caching software buffers and stores
test responses (labeled Secondary Response Data in the diagram) on the TSM server, allowing testing to continue.

5 If responses have been saved on the TSM, the response caching software attempts to send test responses to the DRC INSIGHT server from the TSM
every fifteen minutes.
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INSIGHT,
COS Service
Devices,
Computers/
Devices,

and Testing
Programs

Software
Installation and
Update Rights
for INSIGHT
and COS

You can install a COS service device and INSIGHT on a computer,
and configure INSIGHT to support one or more testing programs (for
example, a consortium program and your state-specific testing program).

* You can install a COS service device on a Windows or Mac
computer, but you can only install one COS service device per
computer.

You can use the same COS service device for multiple testing
programs. You specify the COS service device to different locations
within the COS service device’s COS configuration.

*  You can install INSIGHT on a Windows or Mac computer, or on a
Chromebook or iPad or Android device.

From that single computer or device, you can use INSIGHT to access
multiple testing programs. When you start INSIGHT, a page lists the
different testing programs from which you can select.

*  You can install a COS service device and INSIGHT on the same
Windows or Mac computer.

* You can install INSIGHT on a Windows or Mac computer and
configure it to work with a COS service device that is installed on a
different Windows or Mac computer.

*  You can install INSIGHT on a Chromebook or iPad or Android
device and configure it to work with a COS service device that is
installed on a Windows or Mac computer.

Certain software rights are required to install and/or automatically update

INSIGHT and the COS software.

* INSIGHT requires Administrator rights to install it and Write access
to perform the software Auto Update function.

* The COS software requires Administrator rights to install it.

COS service devices are automatically updated with new COS
software releases without manual intervention, assuming that the
service device is turned on and has Internet access.
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B Online Testing
Setup Options

You can create a variety of online testing setups using COS, the TSM, and
DRC INSIGHT. The documentation to install, configure, manage, and
troubleshoot the TSM, COS, and INSIGHT for these various setup options
is available in the following five volumes:

»  Volume I: Introduction to Online Testing

This volume introduces the components that make up DRC INSIGHT;
references configuration, installation, network, and system requirement
information; and provides state-specific testing information, as well as
a glossary of common online testing terms.

*  Volume II: Testing Site Manager (TSM)

This volume describes how to install, set up, and use TSMs for content
caching and/or response caching.

Note: You cannot use a TSM for content caching and a COS service
device for Content Management/Content Hosting within the same
location in a COS configuration.

*  JVolume III: Central Office Services (COS)

This volume describes how to install, set up, and use COS for
Content Management and Content Hosting, as well as how to use the
COS - Device Toolkit interface to work with COS service devices,
TSMs, and testing devices. You use this volume to understand how to
use the COS - Device Toolkit interface with COS configurations.

Note: Any site that plans to use proxy hosts during testing (computers
that act as an intermediary between either a COS service device

or a TSM and the Internet to prevent direct Internet access) should
reference Volume III: Central Office Services (COS).

*  Volume IV: DRC INSIGHT

This volume describes how to install DRC INSIGHT on testing
devices, register the devices, and use the System Readiness Check to
verify that the devices are ready for online testing.

* Volume V: Troubleshooting

This volume describes how to use various testing resources and tools,
contains frequently asked online testing Q &As, and provides a list of
common error messages plus corrective action.
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B Online Testing
Setup Options
(cont.)

The particular information you need to know varies based on how you plan to
perform online testing. The COS Online Testing Setup Options and Tasks table
lists the various online testing setup options (A—D) that are available, indicates
which volumes to reference, and highlights the tasks required for each option.

COS Online Testing Setup Options and Tasks

Online Testing Setup A

Reference

Tasks

Install COS and use the
COS Device - Toolkit
interface to manage COS
service devices and testing
devices.

*  One or more COS
service devices are
configured for Content
Management (caching)
and Content Hosting.

Volume I: Introduction to
Online Testing

Review whitelisting
information and other
network considerations.

Volume II1: Central
Office Services (COS)

Install COS and use the
COS - Device Toolkit
interface to create,
configure, monitor, and
manage configurations/
locations containing
COS service devices and
testing devices.

Volume IV: DRC

Install, configure, and

*  No TSMs are INSIGHT manage DRC INSIGHT,
configured for either including registering
content caching or testing devices with COS
response caching. configurations.

Volume V: Use testing tools and
Troubleshooting troubleshoot issues.
Online Testing Setup B Reference Tasks

Install COS and use the
COS Device - Toolkit
interface to manage COS
service devices, TSMs, and
testing devices.

¢ One or more COS
Service Devices are
configured for Content
Management (caching)
and Content Hosting.

*  One or more TSMs are
configured for response
caching.

Volume I: Introduction to
Online Testing

Review whitelisting
information and other
network considerations

Volume II: Testing Site
Manager (TSM)

Install, configure, and
manage a TSM for
response caching only

Volume III: Central
Office Services (COS)

Install COS and use the
COS - Device Toolkit
interface to create,
configure, monitor, and
manage configurations/
locations containing
COS service devices,
response caching TSMs,
and testing devices.

Volume IV: DRC

Install, configure, and

INSIGHT manage DRC INSIGHT,
including registering
testing devices with COS
configurations.

Volume V: Use testing tools and

Troubleshooting troubleshoot issues.
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B Online Testing
Setup Options
(cont.)

Introduction

COS Online Testing Setup Options and Tasks

Online Testing Setup C

Reference

Tasks

Use the COS Device
- Toolkit interface to
manage one or more COS
configurations containing
TSMs and testing devices.

*  You do not need to
install COS.

*  No COS service
devices are configured
for Content
Management or
Content Hosting.

Volume I: Introduction to
Online Testing

Review whitelisting
information and other
network considerations.

Volume II: Testing Site

Install, configure, and

Manager (TSM) manage a TSM.
Volume II1: Central Use the COS - Device
Office Services (COS) Toolkit interface to

create, configure,
monitor, and manage
COS configurations/
locations containing
TSMs for content and/
or response caching, and
testing devices.

Volume IV: DRC

Install, configure, and

* One or more TSMs INSIGHT manage DRC INSIGHT,
arc conﬁgure.d for including registering
content cachmg and/or testing devices with COS
response caching. configurations.

Volume V: Use testing tools and
Troubleshooting troubleshoot issues.
Online Testing Setup D Reference Tasks
Use the COS Device Volume I: Introduction to | Review whitelisting

- Toolkit interface to
manage one or more
COS configurations
containing testing
devices only. Test
content is received
directly from DRC
without caching of any

type.

*  You do not need to
install COS.

*  No COS Service
Devices are
configured for Content
Management or
Content Hosting.

*  No TSMs are
configured for content
caching and/or
response caching.

Online Testing

information and other
network considerations.

Volume II1: Central
Office Services (COS)

Use the COS - Device
Toolkit interface to
create, monitor, and
manage configurations/
locations containing
testing devices only—no
caching is performed.

Volume IV: DRC

Install, configure, and

INSIGHT manage DRC INSIGHT,
including registering
testing devices with COS
configurations.

Volume V: Use testing tools and

Troubleshooting troubleshoot issues.
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Online Testing Setup Options (cont.)

The Setup Options for a COS Configuration table provides an overview of COS configuration online testing
setup options for online testing setups A—D. These testing setups include the following variables:

* COS service devices, with or without Content Management (CM)/Content Hosting (CH) turned on
* TSMs, with or without content caching and/or response caching turned on
» Locations within the COS configuration

Setup Options for a COS Configuration

COos TSM Content | TSM Response

Setu o
P Installed® CM/CH® Caching Caching Setup Description/Notes

The COS — Device Toolkit interface
A Yes or No NA NA with one or more service devices, CM/
CH on or off, and no TSMs.

The COS — Device Toolkit interface
with one or more service devices, CM/
CH on, and one or more TSMs.

®Content caching and CM/CH cannot
Yes Yes or No® Yes or No both be Yes (on) at the same location
Yes within the configuration.

Response caching and CM/CH can

be any combination of Yes (on) or No
(off) at the same location or at different
locations in the configuration.

The COS — Device Toolkit interface
No Yes or No Yes or No with one or more service devices, CM/
CH off, and one or more TSMs.

The COS — Device Toolkit interface
C NA Yes or No Yes or No with one or more TSMs, but no service
devices.

N
© The COS — Device Toolkit interface

only—no TSMs and no service devices.

Header Notes
® COS Installed indicates a combination of the COS — Device Toolkit interface and one or more COS service devices.
The COS — Device Toolkit interface monitors and manages service devices, TSMs, and testing devices, and is required

for online testing. COS must be installed to create a COS service device.

@ After the COS software is installed, CM/CH can be turned on for a service device.
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B What’s Covered
in This Section

B South Carolina
Configuration
Information

This section points to the document describing the specific hardware,
software, network, and desktop requirements to configure Central Office
Services (COS), INSIGHT, and automatic software updates. This section
also discusses the tasks necessary to configure the INSIGHT software
environment, including the tasks to configure INSIGHT to connect
directly to DRC servers and databases through the Internet.

This guide includes information about the operating systems, software,
devices, and accommodations that work with INSIGHT and COS. The
specific technical information covered in this user guide (and related
Technical Bulletins) that pertains to South Carolina is shown below. Use
this information as reference throughout the volumes in this user guide.

Operating Systems
Windows

Mac (OS X and macOS)
Android OS

Apple i0S

Chrome OS

Central Office Services (COS) Caching and Other Options

Content Management

Content Hosting

Response Caching (a TSM is required)

Proxy Host and Restricted Proxy Host (a COS service device is required)

Accommodation(s)

Human Voice Audio (HVA)
Video Sign Language (VSL)

Testing and Capacity Tools

Capacity Estimator

Ping Trend Graphs (applies to the TSM)

Load Balancing

Load Simulation (applies to the TSM—a TSM is required)
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Bl System
Requirements
Information

The DRC system requirements information describes the specific
hardware, software, network, and desktop requirements to configure
INSIGHT and COS to work with various testing devices in different
testing scenarios. This information is updated regularly based on various
factors, including changes in vendor support of various operating systems
and hardware devices.

To review the current information, refer to the DRC INSIGHT Online
System Supported System Requirements available at your state’s eDIRECT
site by navigating to All Applications—General Information—Downloads
and clicking View System Requirements at the bottom of the Test Setup
General Information page.

View System Requirements | Monitor Setting Verification |

.
DRCANSIGHT

ONLINE LEARNING SYSTEM

Supported System Requirements
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Automatic Software Updates

For online testing, the COS, TSM, and INSIGHT software must be up to date. You can use the System
Readiness Check to confirm that you have the latest version of the COS, TSM, and INSIGHT software (see
Using the System Readiness Check in Volume IV: DRC INSIGHT).

Operating System Updates

COS, TSM, and INSIGHT software updates are different than operating system updates. On testing days,
testing devices should not be set to automatically update the operating system.

Operating system vendors such as Google, Microsoft, and Apple are moving to a model where operating
system updates occur automatically in the background. Update processes running in the background on
testing devices consume CPU and memory, and can affect the testing experience.

To avoid this situation, verify that no background processes are running on testing devices during testing.
Also, if a testing device is set to accept operating system updates automatically, verify that it has the most
current version of the operating system before the test session starts.

COS Software Updates

COS software is designed to automatically receive updates. After you install the software, COS will
automatically retrieve and install updates as they become available.

TSM Software Updates

For a TSM device, you can specify whether to have TSM software updates performed automatically, or to
be notified when updates are available and install them manually.

(1) Important: The TSM software requires Administrator rights to install and to perform Auto Updates.

When you install a TSM, on the Automatic Update window you specify whether to enable notification of
TSM software updates.

» Ifyou select Enable Automatic Update (the default value), DRC updates the TSM software
automatically.

» Ifyou select Disable Automatic Update, DRC notifies you whenever an update to the TSM software is
available and you must update the TSM software manually.

(1) Important: On the day of testing, confirm that the TSM software is up to date to ensure that students
can test. For example, if the device where the TSM is installed was turned off recently, it is possible that the
TSM software is out of date.
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To specify that the INSIGHT software automatically updates the testing devices, use the Central Office
Services - Device Toolkit to select Enable Auto Update during the configuration process (see Volume I1I:
Central Office Services [COS]).

Automatic Software Updates (cont.)
INSIGHT Software Updates

» If the Auto Updates feature is enabled, the software checks the version each time INSIGHT is launched
and provides the option to install any software updates.

« If the Auto Updates feature is not enabled, the software also checks the version when INSIGHT starts.

— When a student attempts to log in to a test, the student is notified that they do not have the latest
version of the software and cannot continue.

—  You must update the software manually by downloading the latest version from the eDIRECT
system and reinstalling.

Update your software before testing begins to avoid delays.

(1) Important: INSIGHT requires Administrator rights to install and Write access to the installation folder
to perform the Auto Update function.
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Network Requirements for Testing Computers

This section describes various network considerations for online testing.

Network Connectivity

To ensure proper network connectivity for testing, keep the following information in mind.

» All testing computers should have access to the Internet and be able to access the DRC servers using
HTTP/HTTPS protocols on ports 80 and 443.

« All firewalls at the testing computer and network level should allow connectivity on ports 80 and 443.

«  Whitelist the following file types, both internally and externally:
enc exe (for updates) msi (for updates) gif html jar jpeg json xml

* Prioritize and whitelist INSIGHT traffic on firewalls, Internet packet shapers, routers, switches, proxies,
and other network devices you use

* Each testing program uses its own URLs to communicate from the INSIGHT software to DRC servers,
or from the TSM server to DRC servers. Whitelist the URLs shown in the table below on the content
filtering systems or other proxy/firewall software that you use locally.

Program URLSs Port/Protocol

South Carolina https://drc-centraloffice.com 80/http
https://sc-insight-client.drcedirect.com 443/https
https://sc-insight.drcedirect.com (applies to all of the URLs)

https://sc.drcedirect.com
https://www.drcedirect.com
https://wbte.drcedirect.com
https://dtk.drcedirect.com
https://api-gateway-cloud.drcedirect.com
https://api-gateway.drcedirect.com
https://cdn-content-prod.drcedirect.com
https://cdn-download-prod.drcedirect.com

Notes:

— When whitelisting, you can whitelist *.drcedirect.com if your filter allows wildcard addresses. DRC
recommends that you whitelist *.drcedirect.com if possible. Some locations may have to whitelist
both the individual address and the wildcard address.

— If your location uses an Internet connection idle timeout, verify that the timeout limit is sufficient to
allow students to complete testing.

— If your location uses screensavers, verify that the timeout limit is sufficient to allow students to
complete testing.

— DRC recommends allowing INSIGHT traffic to bypass your firewalls and proxies if possible.

— Besides whitelisting these sites, you may need to allow sites to pass through the proxy server without
requiring authentication credentials to be passed by INSIGHT.
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INSIGHT supports wireless networks. However, sites may experience issues on less reliable wireless
networks or if too many students attempt to connect to a single access point. When you test load capacity in
a wireless network, verify that your access points and network can handle the number of simultaneous users
that will be testing.

Wireless Networking

(1) Important: Some access points interpret COS-to-INSIGHT communication as peer-to-peer networking.
If you have Layer 7 or peer-to-peer web filtering rules in your filters and access points, DRC recommends
that you disable them.

Desktop Monitoring

If your testing location uses remote desktop monitoring software to monitor the computers that will be used
for testing, that software may interfere with the testing software.

(1) Important: If possible, disable the monitoring software on testing computers during test times to
guarantee adequate security. The particular steps you need to take vary, depending on the monitoring
software you are using and the operating system of the testing computer. If it is not feasible to disable your
monitoring software, ensure that any staff members who can use the monitoring software refrain from using
it during testing periods.
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INSIGHT Bandwidth and Connectivity Requirements

To start a test, INSIGHT contacts DRC to log in. After a successful login, INSIGHT downloads the test
from the DRC server (or a COS service device if available). INSIGHT sends answers to the DRC server
every time the page is changed. If a testing computer cannot communicate with DRC, the student cannot
log on to start a test.

* INSIGHT must maintain connectivity to a source of test content (a COS service device, a TSM, or DRC
via the Internet) throughout the test.

« INSIGHT supports wireless networks. If you test using wireless networks, be careful not to overload the
network access points.

* DRC recommends Ethernet networks where available for online testing.

Bandwidth Calculation Guidelines

Bandwidth requirements and recommendations are based on the actual amount of bandwidth available.
Even with a high-speed communication line, only part of the connection may be available for online testing
due to Internet traffic. The greatest amount of bandwidth is required when students download tests.

Calculating Bandwidths

You can estimate bandwidth requirements by dividing the size of the test by your target wait time (the
amount of time it should take the test to load).

Bandwidth Required with a Content Hosting Device—COS Service Device or TSM

With a content hosting device, more students can load the test at a time. Using a content hosting decreases
your Internet bandwidth requirements because you can load the test from the device rather than from the
DRC server, which greatly increases your capacity.

(1) Important: Bandwidth calculations are estimates. There are many variables, including network traffic,
that can impact actual network performance.

Background Applications and Online Testing

You should turn off all background applications such as email, streaming, and so forth on your testing
devices before online testing begins to ensure that email notifications and other processes do not interrupt
online testing.
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Video Sign Language (VSL) Configuration

The hardware and software requirements differ for VSL.

* You can download the VSL content on any machine whose hardware meets the minimum VSL system
requirements.

» Schools are responsible for supplying the headphones required for the Pidgin Signed English (PSE)
version of VSL. The American Sign Language (ASL) version of VSL does not contain audio.

* VSL does not run on remote or virtual configurations.

*  VSL requires more memory for INSIGHT.

* VSL requires more disk space for the COS service device or TSM than a standard configuration.

* VSL requires a TSM with content caching or a COS service device with Content Management to
download the VSL test content for testing.

- Ifyou are using a TSM for content caching, refer to Volume II: Testing Site Manager (TSM).

- Ifyou are using a COS service device for Content Management, refer to Volume I11: Central Office
Services (COS).
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Changing the Monitor Display for VSL

After you have installed VSL, if the video looks pixelated or there is a semi-transparent grid or halo
displaying over the video, you may need to change the testing computer’s hardware acceleration setting
from None to Full. Hardware acceleration uses the computer’s hardware to perform certain tasks faster than
is possible with software. This can cause smoother rendering of graphics and better application performance.
The hardware accelerator is often described as either a graphics card or a video card.

le Edt View Tools Help
Change the appearance of your displays
Display: 1. Mobile PC Display ~
Resoly”
e an = @ Generic PnP Monitor and Intel(R) HD Graphics 4000 Properties [
L
ored [ B 0n screen Disp | Color M I
ent
I Troubleshoot * In Screen Display jo Managme
9 Mt | | Intel(R) Graphics and Media Cortrol Panel |
1f your current display drver allows you to change settngs, dic Adapter Monitor Troubleshoot B on Screen Display.
thes button to troubleshoot problems with your computer’'s M Advanced settings
dslay: B ¥ your curent display diiver alows you to change seitings, click | Aduanced settings
k this button to troubleshoot problems with your computer's display: il
S — Con
¥ o e, Make}
Change settings
What]
=
oK Cancel
T — T

1. To reset this setting on a Windows 7 computer, select Control Panel-Display—Change Display
Settings—Advanced settings—Troubleshoot and click the Change Settings button.

Note: If the Change Settings button is greyed out, you do not have the necessary permissions to
change the setting.

Display Adapter Troubleshooter e

Are you having problems with your graphcs hardware? These
settngs can heip you troubleshoot dsplay related problems.

Hardware accelerabon

Marually control the level of acceleration and performance supplied by
your graphics hardware. Use the Display Troubleshooter to assist you
in making the change.

Hardware accelerabon: MNore 'ﬁ Fdl
2. The Display Adaptor Troubleshooter //
&l but basc accslerabons. Use ths seting to cormect more

window displays. Move the Hardware | — =000
acceleration slider to Full and click OK.
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Human Voice Audio (HVA) Configuration

The hardware and software requirements differ for HVA:

* Schools are responsible for supplying the headphones required for HVA.
* HVA does not run on remote or virtual configurations.

*  HVA requires a TSM with content caching or a COS service device with Content Management to
download the HVA test content for testing.

- Ifyou are using a TSM for content caching, refer to Volume II: Testing Site Manager (TSM).
- Ifyou are using a COS service device for Content Management, refer to Volume I11: Central Office
Services (COS).
HVA Testing Considerations

Students who test using HVA hear a TTS-synthesized voice for online help. The students hear a human voice
for the test directions and items.

(1) Important: You must download the Text-To-Speech (TTS) files from the TSM in order for HVA to
work correctly. The HVA accommodation requires the TTS files (see Content Caching).

To ensure that HVA works correctly, perform the following tasks.
Before Testing

+ Complete a System Readiness Check and verify that the testing computer passes the Audio Capability
test (see The System Readiness Required Tests in Volume IV: DRC INSIGHT).

*  Verify that the correct number of headphones are available and working.

* Adjust the volume on each testing computer to a comfortable level for the students.

During Testing
* Verify that when a student logs on, they see the audio buttons on the Welcome Student screen.

» If a student needs to adjust their computer’s volume during testing, they should click the Options button
on the test and select Audio Settings.
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INSIGHT and Virtual or Remote Desktops

INSIGHT is a desktop-installed application that runs natively* on specific operating systems. To
successfully launch and run INSIGHT, you must meet system requirements, such as operating system level,
processor, disk space, memory, Internet connectivity, and screen resolution.

As long as your virtual/remote machines meet these requirements, you can run INSIGHT in a virtual or
remote desktop environment. However, if your site uses virtual computing technology and runs INSIGHT
on virtual/remote operating systems and/or devices, you must implement appropriate security measures to
ensure that these virtual/remote desktops cannot access other applications during the administration of an
online assessment.

*Running natively refers to running without external support, as opposed to running in an emulation.

(1) Important: Virtual and remote desktop software does not work with audio accommodations such as
Human Voice Audio (HVA).

Kiosk Mode and Security

The risk of running INSIGHT on virtual/remote operating systems and devices in a virtual or remote
desktop environment is the loss of built-in security. When INSIGHT runs on a supported device and
operating system, its uses Kiosk Mode to “lock down” student access and prevent students from performing
inappropriate testing activities, such as accessing the Internet.

INSIGHT’s Kiosk Mode is not available for unsupported operating systems and devices. Sites using virtual
computing technology for unsupported operating systems and devices must implement security measures
to ensure that any virtual or remote desktop a student is using cannot access other applications while online
assessments are being administered.

Native Operating Systems and Devices

To review the supported operating systems on which INSIGHT runs natively, as well as the devices that
can currently run INSIGHT-supported operating systems natively if they meet the minimum system
requirements. To review the current information, refer to the latest version of the DRC INSIGHT Online
Learning System Supported System Requirements.
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Virtual Desktop Operating Systems

Besides the physical devices that host operating systems directly, virtual desktops can indirectly host some
supported operating systems for INSIGHT. Typically, users access these virtual desktops from another
operating system, on another device, across a network boundary. The following table lists the supported and
unsupported operating systems for virtual or remote desktop sessions.

Supported Operating Systems Unsupported Operating Systems
*  Microsoft Windows *  Google Chrome OS

e Mac (OS X and macOS) e AppleiOS

* Linux *  Google Android

*  nComputing vSpace

Virtual Desktop Devices

The device a student interacts with is actually a gateway to the virtual or remote desktop. However, the
device may or may not be capable of supporting INSIGHT natively or be able to run an operating system
that INSIGHT supports. The following table lists the types of devices that can run the various operating
systems that INSIGHT supports.

Supported Devices Unsupported Devices*

e Desktop computers e Chromebooks

* Laptops * tablets

*  Netbooks/tablets * Convertible devices and hybrid devices
e Servers *  Phones

*  Wyse Thin Clients and Wyse Zero Clients * iPods

* nComputing devices e Other UNIX devices

(1) Important: *Virtual and remote desktop software can access supported operating systems. If you test
using unsupported devices, ensure that students cannot access the Internet and other resources.
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Windows 7 Desktop Font Size Requirements

The testing computers’ font size settings must match the test settings to guarantee that line breaks and other
items display correctly during testing. The following table shows the correct font size setting for testing and

how to specify it for the Windows 7 operating system.

Operating System | Font Size Setting How to Check or Change

Windows 7 100% (Custom DPI) [ Select Control Panel-Appearance and Personalization—
Display—Set custom text size (DPI).

When you click Apply, your new font size setting will be used in
your Windows programs.

Page 32



System Requirements
and Testing Information

During testing, each testing computer is locked down while INSIGHT is active to prevent the student from
having access to outside information. For Windows computers, you must be sure the Auto-hide the taskbar
setting is turned off to secure the testing computer.

Windows 7 Taskbar Security Requirement

To turn off the Auto-hide the taskbar setting on a Windows 7 computer, perform the following steps:

1. Right-click on the Windows logo on the taskbar and select Properties.

Properties
Open Windows Explorer

2. From the Taskbar tab on the Taskbar and Start Menu Properties dialog box, uncheck the Auto-hide the
taskbar checkbox (if it is checked).

Taskbar | Start Menu | Toolbars |

Taskbar appearance

[] Auto-hide the taskbar

[T use small icons

Taskbar location on screen: ’Bottom V]

Taskbar buttons: lAJways combine, hide labels v]

Motification area

Customize which icons and notifications appear in the

notification area.

Preview desktop with Aero Peek

Tempararily view the desktop when you move your mouse to the
Show desktop button at end of the taskbar.

|se Aero Peek to preview the desktop

How do I customize the taskbar?

[ ok ][ caneal || apply

3. Click Apply to verify your change and OK to save it.
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Online Testing, Testing Devices, Peripheral Devices, and Software Features

This topic discusses various configuration details related to testing devices, peripheral devices, and software
features for online testing.

Peripheral/Feature | Device Description Reference
Game Bar Windows 10 | Sites must disable the Game Bar feature on See “Testing and the
Windows 10 devices before testing, either Windows 10 Game Bar”
manually or by using group policy. on page 35
DRC has confirmed that testers testing on
Windows 10 computers can capture screen shots
of test questions within INSIGHT if the Game
Bar feature is active.
Cortana Windows 10 [ For Windows 10 devices, Cortana must be See “Disabling Cortana
disabled for testing, either manually or by using | in Windows 10 Devices”
group policy. on page 36
Microphone iPad The first time sites launch INSIGHT on an iPad, | See “Enabling the
they must enable the microphone even if they are | Microphone on an iPad”
not taking a speaking test. on page 39
Keyboard Chrome (plus | Before students start taking a writing test using a | See “Keyboard Settings
anote about | Chrome device, the testing site must verify that for Chrome Devices” on
iPads) the device’s keyboard configurations are correct | page 41 (for iPads,
for online testing. Specifically, if students might | see the “Keyboard Note
use quotation marks (““ ) and/or apostrophes () | Regarding iPad Devices”
in test responses. that follows)
Because some users may be prohibited from
using these characters, DRC recommends
configuring your device to use the US keyboard.
Trackpad/mousepad | MacBook Before testing, sites must manually disable See “MacBook Trackpad/
both Look up and Three finger drag/Gestures Mousepad Settings” on
functionality. Look up allows users to tap a word | page 43
with three fingers to display a definition of the
word. Three finger drag/Gestures allows users to
access multiple applications by swiping between
two full-screen apps.
This functionality is activated via the device’s
trackpad/mousepad. If it is enabled, students have
the potential to access unauthorized information
and/or applications during the online assessment.
Timeout Settings Mac (OS X For Mac (OS X and macOS) computers, it is See “Manually Adjusting
and macOS) | important that various timeout settings are set to | the Timeout Settings on
work with the INSIGHT timeout value to avoid a Mac Computer” on
timing out during testing. page 44
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Testing and the Windows 10 Game Bar

When INSIGHT is started on a Windows 10 machine, the software verifies whether the Game Bar feature is
active. If the Game Bar is active, INSIGHT displays the message shown below.

To continue, the user must click OK, which closes the message and shuts down INSIGHT. To successfully
launch INSIGHT and use it for testing, the Game Bar feature must be disabled (see “Disabling the Windows
10 Game Bar” on page 36). After the game bar feature is disabled, the user can launch INSIGHT and log

in to it without the message displaying.

Background

DRC has confirmed that testers testing on Windows 10 computers can capture screen shots of test questions
within INSIGHT if the Game Bar feature is active. If the Windows 10 Game Bar feature is active, testers
can use it to specify that DRC INSIGHT is a game and to capture screen images of test questions within the
INSIGHT test engine by performing the following steps:

1. Launch INSIGHT.

2. Press Windows—Alt—PrtScn. A text box appears allowing the user to mark DRC INSIGHT as a game.
3. Select Yes, this is a game.
4

. Continue the test and use the Windows—Alt—PrtScn key combination to take screen shots. The screen
shots are saved to the Videos\Captures folder.
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Disabling the Windows 10 Game Bar

Testing site personnel must disable the Game Bar feature on Windows 10 computers, prior to testing. There
are multiple methods available to accomplish this task.

Method 1: Turn Off the Feature on Each Computer

The first method is to turn off the Windows 10 Game Bar on each computer on which it is active. There are

two ways to accomplish this:

» Testing personnel can turn the feature off manually for all users of the computer (see “Turning Off the
Game Bar Feature in Windows 10” on page 35).

* Administrators can use the Windows Local Group Policy Editor to edit the local policy for the computer
and turn the feature off, either for all users, or for a group of users of the computer.

- The Local Group Policy Editor is only available in the Windows 10 Pro, Enterprise, and Education
editions.

- Auser must be signed in as an administrator to use the Local Group Policy Editor.

- By default, policies set in the Local Group Policy Editor are applied to all users unless the
administrator applies user policy settings for administrators, specific users, or all users except
administrators.

For more information, refer to https://www.tenforums.com/tutorials/51180-enable-disable-game-dvr-
game-bar-windows-10-a.html.

Method 2: Turn Off the Feature for a Group of Computers

The second method is for site administrators to turn off the feature for a group of computers within a
network domain by editing the Domain Group Policy which affects all of the computers in the domain. For
more information about this method, refer to your Windows network policy documentation.
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Perform the following steps to turn off the Windows 10 Game Bar feature. You can reverse these steps after
testing is complete to turn the Game Bar feature on again.
Process

Turning Off the Game Bar Feature in Windows 10

1. Exit INSIGHT, open the Settings menu, and navigate to Gaming.

2. Select Game bar
from the left menu. 3. Toggle the Record game clips, screenshots and

broadcasting using Game bar toggle from On to Off.

Game bar Game bar
Control how Gamgbar opens and recognizes your game Control how Game bar opens and recognizes your game
fe dips, screenshots, and broadeast using Game bar Record game clips, screenshets, and broadcast using Game bas
On é— Off e—
Open Game bar using this button on a controller: @ [ ©pen Game bar using this button on a controlier: @
Show Game bar when | play full screen games Microsoft has [ show Game bar when | play full screen games Microsoft has

rifsed verified

eyboard shartcuts

Jpen Game bar

Take screenshot Take screenshot

Win+Alt+PriScm Win+Alt+PriSom

Record that Record that

4. If checked, uncheck the Open the Game bar using this button on a
controller checkbox and the Show Game bar when | play full-screen
games Microsoft has verified checkbox.

5. Close the Settings menu. To verify your results, restart INSIGHT and press
the Windows—-Alt-PrtScn key combination. If the Game Bar feature is
disabled, nothing should happen. Check the Videos\Captures folder to
verify that no new screenshots exist.
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Disabling Cortana in Windows 10 Devices

For Windows 10 devices, Cortana must be disabled for testing, either manually or by using group policy.
Disabling Cortana Manually

To disable Cortana manually on a Windows 10 device, do the following:

1. Launch Cortana from the Search bar on the Task bar.

2. From the left pane click Settings.

3. Under Cortana, toggle the switch to Off.

Disabling Cortana by Using Group Policy

To disable Cortana using Group Policy on Windows 10 devices, do the following:

1. Type gpedit.msc in the Task bar search bar and press Enter to open the Local Group Policy Editor.

2. Navigate to Computer Configuration—Administrative Templates—Windows Components—Search.

3. Double-click on Allow Cortana to open the Settings box.

File Action View Help

e | nmE Eml T

Portable Oper. ~ || Setting State ol

- z:::’:;:‘; 1) Add primary intranet search location Not configured No
RSS Feeds £ S Add secondary intranet search locations Not configured No
e T S

= Security Cente k| Allow Cortana above lock screen Net configured Ne
Shutdown Opt || . Allow indesing of encrypted files Not configured No
Seart Card i) Allow search and Cortana to use location Not configured No
Software Prote || ) Allow use of diacritics Not configured N
SoundRecord || 1) Ahways use sutomatic language detection when indexing co... Not configured Mo
Store ] Prevent sutomatically adding shared folders to the Window... Not configured Mo
Sync your sett E| Indexer data location Net configured No
Tablet 0 + Default excliuded nath, Mot confiouced B

The Allow Cortana group policy setting specifies whether Cortana is allowed on the device. If you
enable or don’t configure this setting, Cortana is allowed on the device. If you disable this setting,
Cortana is turned off on the device.

4. Set Allow Cortana to Disabled, click OK, and close the group policy editor.

B Atlow Cortana

O Not Configured ~ Comment:

O Enabled
(@ Disabled

Supported on: At east Windows Server 2016, Windows 10
[Options: Help:

This policy setting specifies whether Cortana s allowed on the
device.

you this setting, Cortsna will be
allowed on the device. If you disable this setting, Cortana will be
tumed off.

When Cortana s off, users will till be able to use search o find
things on the device.

5. Sign out and sign back in—or restart your PC—to make the change take effect.
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Enabling the Microphone on an iPad

Before INSIGHT is installed on an iPad, there is no microphone access setting under
Settings-Privacy-Microphone (see below).

iPad =

o

(=)
|

Wallpaper

Sounds

Siri & Search

ﬁ Touch ID & Passcode

Battery

§  Privacy

iTunes & App Store

a Wallet & Apple Pay

B Accounts & Passwords

Mail

Contacts

Calendar

Notes

Reminders

Settings

3:06 PM 4 7% )

£ Privacy Microphone

Applications that have requested access to the microphone will appear here.

1. After INSIGHT is installed, the first time it is launched a prompt displays to disallow/allow microphone
access. Tap OK.

(1) Important: Even if the testing administration does not use a microphone or any speaking-response tests,
the test administrator MUST tap OK to allow microphone access.

“DRC INSIGHT” Would Like to
Access the Microphone

DRC INSIGHT requires it - please
click OK

Don't Allow OK
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Enabling the Microphone on an iPad (cont.)

2. If the test administrator selects Don’t Allow instead of OK, INSIGHT displays the following message
and testing cannot continue.

Online Ass

Welcome tothe -

Microphone Required
Permission to use the micraphone
is required

Exit Settings

3. [If this happens, the test administrator must click Settings, manually enable the microphone for
INSIGHT using the DRC INSIGHT slider (see below), and restart INSIGHT.

= 11:33 AM Not Charging ()
Settings DRC INSIGHT
B Camera ALLOW DRC INSIGHT TO ACCESS
iBooks Microphone W,
Siri & Search
w Podcasts * Search & Siri Suggestions
¥ Game Center

TV Provider

&) sitz

Browser
Comp Portal
TD DRC Insight
L’é’ TestFlight
& vMworid 2017

L& VPN Proxy Master
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Before students start taking a writing test using a Chrome device, the testing site should verify that the
device’s keyboard configurations are correct for online testing. Specifically, if students might use quotation
marks (“ ) and/or apostrophes () in test responses, sites must verify that the testing device is configured
correctly.

Keyboard Settings for Chrome Devices

As background, both quotation marks and apostrophes are commonly used in Text-Dependent Analysis
(TDA) responses where a student’s response is based on a passage presented to the student and the
student must provide evidence from the passage to support claims, opinions, and ideas. Some Chrome OS
configurations may cause these characters to not display properly, or cause an error message to display.

1) Important: INSIGHT does not adjust operating system settings, so these keyboard settings should be
reviewed before testing begins.

Keyboard Note Regarding iPad Devices

For the INSIGHT iPad App, version 8.0 and higher, INSIGHT is automatically placed in Guided Access
Mode regardless of whether Mobile Device Management (MDM) software is used to deploy the App.

When INSIGHT launches, the software prompts you to lock INSIGHT in Single App Mode and you
should select Yes. When the iPad is locked in Single App Mode, the Smart Punctuation feature is turned
off. Turning this feature off removes the issues discussed above concerning quotation marks (*“ ) and/or
apostrophes (). For more details, refer to Preparing the iPad for Testing in Volume IV: DRC INSIGHT.
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Chrome Keyboard Settings

For Chrome OS devices, to ensure that quotation marks and apostrophes display properly in INSIGHT, the
keyboard should be set to US Keyboard, the language should be set to US English.

Changing Chrome Keyboard Setting by Using Shortcuts
On the Chrome device, press Ctrl-Shift—Spacebar to toggle through the keyboard types configured on
the device until US is displayed in the status area in the bottom-right of the desktop.

Changing Chrome Keyboard Setting by Using the Google Admin Console

Within the Google Admin Console, navigate to Device management—Chrome—Device Settings and
select US keyboard (see the image below).

Aeeeasigility Comiral Turn off acceasibiiy setfings on sign-in soreen upon logout

Sign-in Language Al uses to configure

Sign-in Keyboard Creale an ovdered list of keyboards fo use on the sigrin scieen

U keyboard [alay - saslaw]
LS ey 1 [indonesian - | ndonesa)

Changing the Chrome Keyboard Language Setting

If the language setting on a Chromebook keyboard is set to International English (vs. US English), it can
cause the quotation marks button to become unavailable. Remove International English and add US English
to the available languages

1. Sign on to the Chromebook and click the Status area.

2. Click Settings—Show advanced settings.

3. Inthe Languages section, click Language and input settings.

4. Select US English. If US English is not available, click Add, select US English, and click OK.

5. In the right column, click the US English box.

6. Click Done

Ensure that the Chromebook keyboard is set to US Standard —not US International.
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On MacBook devices, OS X level 10.11 and later, sites must manually disable the Scrolling and Enable
dragging with drag lock functionality. Scrolling allows users to tap a word with three fingers to display a
definition of the word. Enabling dragging with drag lock prevents users from accessing multiple applications
by swiping between two full-screen apps.

MacBook Trackpad/Mousepad Settings

1) Important: DRC strongly recommends that sites disable this functionality before online testing. If school
technology personnel cannot disable the functionality without disrupting testing, sites must closely monitor
sessions using MacBooks to watch for any use of this functionality.

1. To disable the Scrolling feature and enable the Dragging feature manually, use the Finder
(or click on the Apple icon in the upper left-hand corner of the screen) and select System
Preferences... to display the System Preferences page.

2. Select Accessibility-Mouse and Trackpad-Trackpad Options.

Accessibility

| Scrolling speed: [
E Descriptions slow " Fast htrolled using the

a i Scrollin e = .
PR - without drag lock Options...
Hearing | Enable dragging

L& Audio

Interacting

Fast

' - . 1 |
& Dictation Long

e Siri Ignore built-in trackpad when mouse or wireless trackpad
- Keyboard
* '/ Mouse & Trackpad

Trackpad Options... Mouse Options...
n Switch Control = = =

Show Accessibility status/in menu bar ?

3. Uncheck Scrolling and check Enable
dragging. From the drop-down menu that
displays, select with drag lock.
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and Testing Information
Manually Adjusting the Timeout Settings on a Mac Computer

Online testers that are using Mac (OS X and macOS) devices for testing must verify that the various
computer timeout settings are set in combination to a value that works with the INSIGHT timeout value.

DRC recommends that the combination of screen saver and energy-saving timeout settings on Mac testing
devices should be greater than the INSIGHT timeout value.

1) Important: For most DRC clients, INSIGHT is set to time out after twenty minutes of inactivity during
a test session (a sixty-second countdown/warning displays before the timeout begins). Some clients have
requested different timeout values for INSIGHT. Please verify with your site administrator if you are unsure
which timeout value you are testing with. These instructions assume the standard value of twenty minutes.

On a Mac computer, the Mac administrator must verify that the three timeout settings for Security Privacy,
Energy Saver, and Desktop & Screen Saver are set correctly. These timeout settings are adjusted from the
System Preferences page.

To display the System Preferences page, use the Finder (or click on the Apple icon in the
upper left-hand corner of the screen) and select System Preferences....

@ iiss System Preferences Ql

New ongo i §§ w

General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
B v = o= N =
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk

f X o

» @ © @ 0 o W=
iCloud Internet App Store Network Bluetooth Extensions Sharing

Accounts

Users & Parental Siri Date & Time Time Accessibility
Groups Controls Machine
Flash Player Java
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Manually Adjusting the Timeout Settings on a Mac Computer (cont.)

On a Mac computer, the best way to prevent screen display timeout issues is to disable the Security Privacy
setting Require Password after sleep or screen saver begins during testing. If this setting is disabled, the
computer will not require a screen password during testing.

1. To disable the setting, select Security &
Privacy from the System Preferences page.

O i System Preferensgs
— — _
General Desktop & Dock Mission Language Security
Screen Saver Control & Region & Privacy
Displays Energy Keyboard Mouse Trackpad Printers &
Saver Scanners
800 Security & Privacy
: (4| > ][ Showal | Q
2. Uncheck Require Password after SILIIELLS
Sleep or screen saver beglns m FileVault = Firewall & Privacy |

A login password has been set for this user | Change Password... |

gRequire password | immediately | after sleep or screen saver begins
v/ Show a message when the screen is locked Set Lock Message

v/ Disable automatic login

000 Security & Privacy

| Show All

Are you sure you want to turn off screen
lock?

% -’ Your saved passwords and important data can be
A logir used by others who have access to your Mac if you
turn off screen lock.
U [ Tumn Off Screen Lock | [ Cancel | ?gins
e

v/ Disable automatic login

3. Click Turn Off Screen Lock.
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Manually Adjusting the Timeout Settings on a Mac Computer (cont.)

If the Require Password after sleep or screen saver begins setting is not disabled during testing, the
combined time for various timeout settings on the System Preferences page—Require Password X Minutes
after sleep or screen saver begins, the Energy Saver settings for Computer sleep and Display sleep, and the
Screen Saver start time—must total twenty minutes or more (based on the INSIGHT timeout setting).

Example of Combining Timeout Settings

The example below shows how to combine timeout settings for testing with INSIGHT. With these settings,
the testing computer will wait more than twenty minutes before requiring a password, fifteen minutes before
sleeping, twenty minutes before starting the screen saver, and five minutes after going to sleep or starting
the screen saver. Note that this is one example—other combinations of timeout settings also work well.

@® i System Preferences j ) 4 Security & Privacy Q
[ @ ’ W FileVault ~ Firewall  Privacy
A - w immediately
issi o A login password has be 5 seconds Change Password
General Desktop & Dock Mission Language Security gInp P, 9
Screen Saver Control & Region & Privacy . -
Require passwort after sleep or screen saver begins
Show a message, :Shminutes 3 locked
5 d our
v | Disable automati ALGITS
ﬁ e/ = @ 8 hours
p—§ < e € y
Displays Energy Keyboard Mouse Trackpad Printers &
Saver Scanners
1. Set the Security & Privacy password to Require Password
5 minutes after sleep or screen saver begins.
@ i System Preferences ® < Energy Saver Q_ Searc

i% . g

General Desktop & Dock Mission
Screen Saver Control

o/

Displays Energy Mouse

Saver

Language
& Region

Trackpad

Security
& Privacy

-

Printers &
Scanners

Automatic graphics switching

Your computer will automatically switch between graphics modes for better battery life.

Computer sleep:

1 min

Display sleep:

1 i

BEELETA Power Adapter

1hr 3 hrs Never

! ! v 0 ' ' |
15 min 1hr 3 hrs Never

Set the Energy Saver screen slider settings for Computer sleep
and Display sleep to a value of 15 minutes or greater.

@ i3 System Preferences

Language
& Region

New

Mission
Control

Desktop &
Screen Saver,

General

Energy
Saver

Displays Keyboard

Trackpad

Security
& Privacy

-

Printers &
Scanners

®00

4> | [ Showall

Desktop & Screen Saver

(a] J

Phato |

3. Set the Desktop & Screen Saver setting to start the screen

saver to Start after 20 minutes.

Floating

snﬂ ing Tiles

u K,

— 1Minute

ST Screen Saver

Flip-up

Source: | National Geographic

Never Mobile

ul

[ Show with clock

(¥ Shuffle slide order

2 Minutes
5 Minutes
10 Minutes -
| Hot Corners... | (7)
30 Minutes -
1 Hour
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B Accommodation

B Capacity
Estimator

B Central Office
Services (COS)

Bl Central Office
Services -
Device Toolkit

B Configuration

H Content
Caching

B Content
Hosting

Modifications or enhancements made to tests, or test environments,

that allow students with physical or learning disabilities, or a limited
English-language ability, to more accurately demonstrate their knowledge
and skills in an assessment situation.

An Excel spreadsheet file you can download and use to estimate the
following testing times for environments that use a TSM for content
caching:

* The time it will take to initially download INSIGHT (the test engine)
based on the number of students who test at the same time.

» The times a student will wait for a test to load, with and without
content caching configured. These times are plotted against the
number of students who start testing at the same time.

* The time required for a student to receive the next test question when
the student is finished with a question (the time required for the testing
computer to save the test response and retrieve the next question).

Central Office Services (COS) is a software tool that allows you to install,
configure, and manage your online testing environment from a central
location. The complete COS software consists of a number of functional
components, including Content Management and Content Hosting.

DRC provides software called the Central Office Services - Device
Toolkit that you use to configure the testing devices in your environment.
You use the Central Office Services - Device Toolkit to organize,
configure, and manage your devices for testing.

For COS, a configuration is a logical grouping of devices, usually
consisting of one or more service devices, testing devices, and, optionally,
a Testing Site Manager (TSM). A COS configuration has two primary
functions: It allows you to logically group testing devices and service
devices and it allows you to easily specify the settings for all of the
devices in the configuration.

Note: For simple testing scenarios, COS provides options to create
configurations containing testing devices only.

A COS service device or TSM can cache and manage test content. At
test time, the content caching software sends its cached test items to the
testing devices.

The COS service used to provide content to student testing devices. This

service authenticates content requests, decrypts content, and aggregates
items into forms.
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B Content
Hosting Server
Domain Name

Bl Content
Management

B DRC INSIGHT
Online Learning
System

B DRC INSIGHT

B Dynamic IP
Address

B Human Voice
Audio (HVA)

B Kiosk Mode

A unique, identifying URL generated on the COS service device. The
COS Server Domain address points to DRC to retrieve the local IP address
for the COS service device. The actual local IP address that is used is
determined by the priority set on the COS service device’s Network
Interface Card (NIC).

The COS service used to manage the delivery of test content to each site
that needs content caching. Sites can download only the test content they
need to reduce download times. For example, a site could download test
content for only one administration.

COS users can set up Content Management to download content to a
network shared location that multiple Content Hosting services can use.

DRC’s system to deliver assessments and related resources online for

all content areas and grade levels by incorporating computerized testing,
related resources, dynamic reporting, and a suite of educator tools. The
DRC INSIGHT Online Learning System consists of a secure web browser
testing interface and the Central Office Services (COS) to help manage
network traffic, maintain connectivity, and handle bandwidth issues.

The main component of the DRC INSIGHT Online Learning System,
DRC INSIGHT is a secure web-browser testing interface that is installed
on each testing device. This software communicates with the DRC
INSIGHT server to provide and test questions to the test taker and to send
responses to the DRC INSIGHT server, which stores them securely.

An IP address that can change when the computer or device is restarted or
rebooted based on the pool of IP addresses that are available at the time
(see “Static IP Address”™).

An optional testing accommodation. HVA allows a student to listen to the
test read by a human voice. For the DRC INSIGHT version of HVA, a
computerized voice reads the online help to the student and a human voice
reads the directions and test items.

When DRC INSIGHT runs on a supported device and operating system,
it uses Kiosk Mode to “lock down” student access and prevent students
from performing inappropriate testing activities, such as accessing the
Internet.

Note: On an iPad device, Kiosk Mode is referred to as Single App Mode.
On an Android device, Kiosk Mode is referred to as Pinning Mode.
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M Latency The rate of data transfer across a network is referred to as latency.
Knowing the latency of a network is useful for helping to determine peak
network traffic times and for analyzing the best times for testing.

B Location For COS, the term location is defined as a site within a client testing
program. For example, a specific school within a state testing program. A
COS configuration can have multiple locations and testing programs, such
as the state testing program and WIDA. A single COS service device can
be used in multiple locations within a COS configuration.

B Native Device A device that can run INSIGHT-supported operating systems natively
if it meets the minimum system requirements. Running natively means
running without external support, as opposed to running in an emulation.

B Online Tools An optional, customized feature of DRC INSIGHT that allows students
Training (OTT) and administrators to become familiar with the online test environment
and their suite of online testing tools.
B Service A device that has the COS software installed on it and has been configured
Device to provide one or more testing services, such as Content Management and
Content Hosting.
B Static IP An IP address that is permanently assigned to a computer or device and
Address does not change when the computer or device is restarted or rebooted (see

“Dynamic IP Address”).

A software program that helps you troubleshoot issues that may occur

u SySte,m when DRC INSIGHT is installed or running. The SRC is installed
Readiness automatically when you install DRC INSIGHT, runs anytime DRC
Check (SRC) INSIGHT runs, and performs a series of tests that you can use to diagnose,

prevent, or correct most errors easily. It verifies that a testing device meets
the necessary hardware and software requirements for testing, indicates
any checks the testing device failed, and provides suggestions for success.

B Testing A device that has the DRC INSIGHT software installed on it and has been
Device configured to work with one or more COS service device and/or TSMs.

DRC’s web-based application that works with DRC INSIGHT in a COS
environment to provide response caching capabilities. (A TSM also can

B Testing Site

Manager (TSM) function as a local content caching solution as an alternative to a COS
service device.)
B Thin Client A computer that relies on servers for information processing and other

tasks.
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B Video Sign
Language (VSL)

B Virtual
Desktop

B Virtual Desktop
Device

An optional testing accommodation offered with DRC INSIGHT that
allows a student to see content signed visually through an online video.

Desktops that can indirectly host some supported operating systems for
DRC INSIGHT (other physical devices host operating systems directly).
Typically, users access virtual desktops from another operating system, on
another device, across a network boundary.

A device a student interacts with, which is actually a gateway to the virtual
or remote desktop. The device may or may not be capable of supporting
DRC INSIGHT natively or be able to run an operating system that DRC
INSIGHT supports.
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