
COMPUTER FORENSICS (EFFECTIVE 2013-14)
ACTIVITY/COURSE CODE: 5374
(COURSE WILL BE LISTED IN THE 2013-14 CATE STUDENT REPORTING PROCEDURES MANUAL)
COURSE DESCRIPTION:  Computer Forensics is focused on teaching students how to gather evidence and prevent cybercrime using computer, criminology, law, digital security, and investigative techniques. Students will learn to collect, preserve, present, and prepare computer-based evidence for the purposes of criminal law enforcement or civil litigation. Activities will define the central roles of the computer forensic practitioner involved in investigating computer crime scenes and torts involving computers. Students will be prepared to assist in the formulation and implementation of organizational computer forensics preparedness policies, to determine the necessity for forensic procedures, extend governance processes to allow for proper future forensic investigations, and be contributing members of computer forensics investigation teams.
OBJECTIVE: Given the necessary equipment, supplies, and appropriate software, the student will be prepared to successfully complete the standards necessary for national credentials.

INDUSTRY CERTIFICATIONS:
Refer to the following Web link to obtain information for EnCE certification exams.
http://www.guidancesoftware.com/computer-forensics-training-ence-certification.htm
COURSE CREDIT: 1 or 2 Carnegie units
RECOMMENDED GRADE LEVELS: 10–12

PREREQUISITE: None – Must be teacher approved
Computers required: One computer per student
RECOMMENDED SOFTWARE RESOURCES: 
Access Data Ultimate Toolkit,

Encase Guidance Software,

ProDiscover Basics,

X-Waves Forensic Software, and
Paraben



A. SAFETY AND ETHICS

1. Identify major causes of work-related accidents in offices.

2. Describe the threats to a computer network, methods of avoiding attacks, and options in dealing with virus attacks.

3. Identify potential abuse and unethical uses of computers and networks.

4. Explain the consequences of illegal, social, and unethical uses of information technologies (e.g., piracy; illegal downloading; licensing infringement; inappropriate uses of software, hardware, and mobile devices).

5. Differentiate between freeware, shareware, and public domain software copyrights.

6. Discuss computer crimes, terms of use, and legal issues such as copyright laws, fair use laws, and ethics pertaining to scanned and downloaded clip art images, photographs, documents, video, recorded sounds and music, trademarks, and other elements for use in Web publications.

7. Identify netiquette including the use of e-mail, social networking, blogs, texting, and chatting.

8. Describe ethical and legal practices in business professions such as safeguarding the confidentiality of business-related information.
9. Discuss the importance of cyber safety and the impact of cyber bullying.

B. EMPLOYABILITY SKILLS

1. Identify positive work practices (e.g., appropriate dress code for the workplace, personal grooming, punctuality, time management, organization).

2. Demonstrate positive interpersonal skills (e.g., communication, respect, teamwork).

C. STUDENT ORGANIZATIONS

1. Explain how related student organizations are integral parts of career and technology education courses.

2. Explain the goals and objectives of related student organizations.

3. List opportunities available to students through participation in related student organization conferences/competitions, community service, philanthropy, and other activities.

4. Explain how participation in career and technology education student organizations can promote lifelong responsibility for community service and professional development.
D. INTRODUCTION TO COMPUTER FORENSICS
1. Define forensics and computer forensics.
2. List the public and private sector organizations that employ computer forensics examiners.

3. List the areas of expertise required of a computer forensics examiner.

E. COMPUTER INVESTIGATION

1. Explain the purpose of an investigation computer.
2. Create and rename folders. 
3. Assign clear, understandable names to folders and files.
4. Organize work folders. 

5. Identify the common application programs required on an investigation computer.

6. Adjust Windows Explorer options.

F. MEMORY STORAGE MEDIA
1. Explain the differences between magnetic, optical, and transistor memory storage media.

2. Describe the types of magnetic memory storage media used in computers.

3. Explain how to properly handle magnetic memory storage media.

4. Describe the reason to use and how to set up an anti-static work area.

5. Identify different types of floppy diskettes and floppy disk drives.

6. Distinguish between various types of hard drives.

7. List the types of optical memory storage media used in computers.

8. List the types of transistor memory storage media used in computers. 

G. NUMBERING SYSTEMS
1. Understand the decimal numbering system.

2. Describe the binary numbering system.

3. Describe the binary coded decimal (BCD) numbering system.

4. Describe the hexadecimal numbering system.

5. Explain data size.

6. Understand endianness, big-endian, little-endian, and middle endian.

H. ASCII AND UNICODE CHARACTERS
1. Understand ASCII encoding.

2. Explain Unicode encoding.

3. Differentiate between UTF-8 and UTF-16 encoding.

4. Recognize ASCII, UTF-8, and UTF-16 data.

5. Discuss the functions of a file archive program.

6. Describe why and when a hex editor should be used.

7. Explain how to use the Windows Character Map.

I. EXTERNAL HARDWARE INTERFACES
1. List the different types of external hardware interfaces.

2. Explain the USB standards.

3. Describe the FireWire standards.

4. Identify parallel ports and cable connectors.

5. Distinguish a SATA port from an eSATA port.

6. Recognize an infrared port.

J. HARD DISK DRIVES
1. List hard disk drive specifications.

2. Describe the electro-mechanical components in a hard drive.

3. Identify the different types of hard drive interfaces.

4. Explain how a hard drive operates.

5. Understand the purpose of a hard drive jumper.

6. List the various encoding schemes used in hard drives.

K. MULTIPLE DISK ARRAYS
1. Discuss the need for a fault tolerant system.

2. List the two types of multiple disk arrays.

3. Explain the purpose of a RAID system.

4. Describe the disadvantage of online storage services.

L. FORMATTING HARD DRIVES
1. Explain the purpose of Windows Disk Management.

2. List the steps to format a hard drive.

3. Describe how to create a hard drive partition.

M. WINDOWS FILE SYSTEMS
1. Identify the FAT filing systems.
2. Describe NTFS.

3. Describe the functions of basic DOS commands.

N. FORENSIC BRIDGES

1. Explain the need for memory storage media/computer bridges.

2. Describe a forensic bridge.

3. Compare the read only and read/write modes of a forensic bridge.

O. SEARCH WARRANTS & SEIZURES
1. Describe the purpose of search and seizure laws.

2. Explain the basics of computer search warrants.

3. Describe a voluntary consent to search.

4. Identify the steps to prepare for a computer search.

5. List the first responder guidelines.

P. EVIDENCE CONTROL

1. Explain the procedure to identify digital evidence.

2. Describe how to use evidence bags.

3. List the items that must be sealed on a seized computer.

4. Describe the procedure to maintain a valid chain of custody.

Q. DATA IMAGE ACQUISITION

1. Explain the difference between standard and forensic disk duplicators.

2. List the functions of the Tableau TD1 Forensic Duplicator.

3. Discuss the types of disk duplication. Identify the common application programs required on an investigation computer.

4. Adjust Windows Explorer options.
5. Describe the disk information stored on a hard drive.

6. Explain the disk-to-disk image acquisition process.

7. List the information contained in a data acquisition log.

8. Discuss how to use a forensic bridge to copy an image form an image drive to an investigation computer.

R. DISK WIPING

1. List the methods available to erase data.

2. Describe the effectiveness of each data erasure method.

3. Explain how disk wiping works.

S. SOFTWARE WRITE-BLOCKING

1. Describe the need for write-blocking protection.

2. Explain how to make a backup copy of the Windows Registry.

3. Explain how to modify the Windows Registry for USB write-blocking.

4. Describe how to automate USB write-blocking using the Registry.

5. List the types of write-blocking.

6. Distinguish the differences between the types of write-blocking.

T. HARDWARE WRITE-BLOCKING

1. Describe the need for hardware write-blocking protection.
2. Compare the terms write-blocker and forensic bridge.

3. Explain how to use a forensic USB bridge.
U. FORENSIC SOFTWARE

1. Explain how to change settings in software programs.

2. Describe the basics of computer forensic investigation software.

3. List the features of the ProDiscover Basic program.

V. DIGITAL EVIDENCE ANALYSIS
1. Explain the process of viewing files contained in an image.

2. Discuss the criteria for recovering a deleted file.

3. List the types of file information searches.

4. Describe how to determine the keywords to use when searching for data.

5. Explain how to save a recovered file.

6. Discuss the importance of evidence analysis reports.

W. FILE RECOVERY AND DOCUMENTATION

1. List the steps used to create an evidence case project in forensic software.

2. Describe how to add project images.

3. Explain the cluster view and content view.

4. Discuss how to identify files for which to search.

5. Summarize the file recovery process.

6. Explain how to document a recovered file.

7. Describe how to scan a file for viruses.
8. Explain how to view an evidence file in the appropriate application program.

X. FORENSIC WORKSTATIONS

1. List the hardware in a typical forensic workstation.

2. List the forensic software on a typical forensic workstation.

3. Explain the major functions of a forensic workstation.

4. Contrast a standard bay and hot-swappable bay.

5. Describe how to switch between operating systems on a forensic workstation.

Y. FORENSIC SOFTWARE

1. Explain the basic functions of forensic software.

2. List the four basic phases of working a case.
3. Describe how to start a new case.

4. Discuss the purpose of previewing a device.

5. List the steps needed to acquire an image.

6. List the variations that must be taken into account before searching for a person’s name.
7. Describe the forensic search process.

8. Explain how to produce a report.

Z. GRAPHIC FILES
1. List the types of graphic software.

2. Contrast the different types of graphic files.

3. Explain the difference between bitmap and raster graphic images.

4. Discuss the advantages and disadvantages of bitmap and vector graphic images.

5. Explain Metafile graphic files.

6. List the types of digital camera graphic files.

7. Describe how to view and identify graphic file information.

8. Explain Magic Numbers.

9. Describe the principles of file compression.

10. List the principles of PNG file chunks and their contents.

11. Describe the contents of metadata.
12. Differentiate the types of JPEG file markers.

AA. GRAPHIC FILE RECOVERY
1. Discuss the challenges when generating a graphic files of interest port.

2. Differentiate the types of file carving.

3. Summarize how to perform Header/Maximum File Size Carving.

4. Explain the process to recover clusters.

5. Describe how to clean up recovered clusters.

6. Summarize how to recover a fragmented file.

7. Explain how to select and recover a file with noncontiguous clusters.

AB. COMPRESSED DATA RECOVERY

1. Differentiate archive and compressed files.

2. List compression methods.

3. Explain how to identify an archive or compressed file.

4. List popular archive and compression file formats.

5. List popular archive and compression file programs.

6. Explain how to use the Windows Zip Utility.

7. List the Magic Numbers for popular formats.

8. Describe how to extract a file.

AC. PASSWORD RECOVERY

1. Differentiate passwords and encryption.

2. Explain plaintext.

3. Describe the difference between password protected files and password protected operating systems.

4. Characterize various purposes of password recovery software.

5. Discuss the types of hacking.

6. List the most popular password recovery software.

7. Describe the limitations of password recovery software.

8. Recognize weak and strong passwords.

9. Summarize the types of password attack methods.

AD. WEB ACTIVITY RECOVERY

1. List the most common Web browsers.

2. Describe how to recover Internet Explorer Web activity.

3. Explain how to obtain a user’s Web activity timeline.
4. Describe where FireFox stores a Web browser’s activity.

AE. E-MAIL RECOVERY

1. Differentiate the Web-based and computer-based e-mail clients.

2. Explain how an e-mail server functions.

3. List the different mail server transmission methods.

4. Describe the methods used to recover e-mails.

5. List the popular e-mail clients.

6. Explain how to copy and e-mail message for use in a report.

7. Describe the procedure to view an e-mail header.

8. Discuss the events that prompted the Sarbanes-Oxley Act.

9. Explain the importance of an Exchange Server Message Tracking Log.

10. Describe the procedure to recover e-mail messages.

11. Explain how to recover an e-mail attachment.
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