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Instructions: The purpose of this review is to validate that the digital resource purchases align with South Carolina’s technical standards and instructional state standards. This Digital Resource Review consists of three required sections: Technology, Integration, Data Privacy, and WCAG Compliance. The fourth section, Electronic Signature, should be completed, if applicable. 
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[bookmark: _Hlk528160810]Technology Review
USER INTEGRATION OPTIONS
The use of individual user accounts is: (check one)
☐Required for use of this product/service.
☐Recommended for best use of this product/service.
☐Not required to use this product/service. 
If individual user accounts are not required, please explain how SOUTH CAROLINA users will access this product or service. Click here to enter text.
If individual accounts are required or recommended complete the following:
· Indicate which Single Sign-On methods are supported by this product/service. Check all that apply.
☐None
☐Learning Tools Interoperability (LTI)
☐SAML 2.0
☐Other.  If “Other,” please list method:
· Indicate which user account management automation (rostering) methods are supported by this product/service. Check all that apply.
☐Auto-provisioned user accounts and courses through Learning Tools Interoperability (LTI) connection 
	with Learning Object Repository (LOR) and/or Learning Management System (LMS) 
☐Automated import using OneRoster CSV and Secure FTP
☐Automated import using proprietary file format and Secure FTP
☐Other. If “Other,” please describe:
If applicable, does the rostering process automatically handle the following: (check all that apply)
☒ Name Changes
☐ School/Location Transfers
☐ Teachers in Multiple Schools
☐ Students in Multiple Schools

· Indicate which roles are supported by this product/service. (check all that apply)
☐ Student
☐ Teacher
☐ School or Site-based Administrator
☐ District Administrator 
☐ Other, please describe:

If applicable, which of these roles can be managed by the automated rostering process? Click here to enter text. 
If all roles are not managed by the automated roster, how are they managed? Click here to enter text.

IMS Global Standards (Content Integration)
☐ Common Cartridge
☐Thin Common Cartridge with Learning Tools Interoperability (LTI)
☐ LTI Advantage
☐ LTI Resource Search

Statement of Intent to Adopt IMS Standards in a Timely Manner
South Carolina advocates adoption by all suppliers of applicable open interoperability standards provided by the IMS Global Learning Consortium (IMS) in order to enable safe, flexible and rapid integrations. IMS standards are evolving under the governance of IMS member organizations, which includes a majority of leading educational technology suppliers. The paragraph below describes [Name of Supplier/Company’s] agreement to implement, certify, and “stay current” with the latest releases of IMS standards, so that [Name of institution] is not required to communicate on a standard-by-standard basis the availability and requirement to adopt IMS standards in a timely manner.
[Name of Supplier/Company] agrees that [Name of Tool] will become certified as compliant (as evidenced by publication of certification on imscert.org) with any final version of IMS Global Learning Consortium standards (available at https://www.imsglobal.org) that are applicable to [Name of Tool] between six (6) and twelve (12) months of the current release of each standard (or specific later date if mutually agreed to by the parties), provided that: (a) the proposed modifications to the Solution would not create a security, privacy or accessibility compromise; (b) the IMS standard can be implemented with approximately the same amount of development resource as integration approaches of similar scope and thus does not create an undue financial burden on [Name of Supplier/Company]; and (c) at least three other similar institutions (by direct referral or via IMS) comparable to [Name of Institution] agree that the modifications necessary to [Name of Tool] are desirable. In the determination of (a), (b) or (c) above, [Name of Supplier/Company] will take into account how any proposed modification will affect customers generally where “Solution” means the product provided by [Name of Supplier/Company] and made available through a URL in a SaaS environment as further described in the Order Form.
ANNUAL MAINTENANCE OF DATA
Does the product retain information indefinitely or is the recommendation that data be purged after set time intervals (Ex. End of School Year). Click here to enter text.
LICENSE RENEWAL REQUIREMENTS
How is the product licensed? (If known, check the option SOUTH CAROLINA has elected to use. If not, check all that apply.)
☐Whole school system ☐By Site ☐By Seat 
[bookmark: _Hlk3557409]How often is the license renewed? Click here to enter text.
WHITELISTING 
Does the product require whitelisting settings for web filtering or email distribution? If so, please include those configurations. Click here to enter text.
BANDWIDTH CONSUMPTION
Does the product contain content or features that would cause bandwidth concerns: If so, please list.
Click here to enter text.
MOBILE DEVICE SUPPORT
☐ Yes ☐ No  If yes, list supported mobile operating systems: Click here to enter text.
BROWSER COMPATIBILITY
Does this product support all modern browsers? ☐Yes ☐No
If no, list preferred browsers: Click here to enter text.
ADDITIONAL TECHNICAL REQUIREMENTS
Does this product recommend or require any installed software other than the browser, browser add-ins or plugins?
☐ Yes ☐No
If yes, list the add-ins by name, indicate if they are required or recommended, what feature they support and attach the minimum system requirements. Click here to enter text. 
Does this product require any additional hardware?
☐ Yes ☐No 
If yes, indicate if it is required or recommended, what feature it supports and the minimum system requirements. Click here to enter text.
CAPACITY
What is the number of overall users on the platform currently? Click here to enter text.
Who is the largest single client using the platform? Click here to enter text.
List any features of the product that may require increased bandwidth (include multi-media): Click here to enter text.
List reporting features that are offered with the product that may provide insight into product usage. Indicate the delivery method for these reporting features: Click here to enter text.
SUPPORT PROCESS
Describe the support process to report Access Issues and Bugs: Click here to enter text.
Do you communicate system-wide outages proactively, reactively or both? Click here to enter text. 
If yes, how are these communicated? Click here to enter text.
Data Privacy Review
DATA COLLECTION
What data does the product collect about its users (e.g. via cookies, plug-ins, etc)? Click here to enter text.
What, if any, data is collected by 3rd parties (e.g., via cookies, plug-ins, ad networks, web beacons etc.)? Click here to enter text.
DATA PORTABILITY
Does the vendor guarantee data portability of all data elements collected and stored for SOUTH CAROLINA? Click here to enter text. 
DATA SECURITY
Where will the information be stored and how is data “at rest” protected (e.g. data in the data center)? Click here to enter text.
Will any data be stored outside the United States? Click here to enter text.
Is all or some data at rest encrypted (e.g. just passwords, passwords and sensitive data, all data) and what encryption method is used? Click here to enter text.
How will the information be stored? If the application is multi-tenant (several districts on one server/instance) hosting, how is data and access separated from other customers? Click here to enter text.
Are the physical server(s) in a secured, locked and monitored environment to prevent unauthorized entry and/or theft? Click here to enter text.
How does the vendor protect data in transit (e.g. SSL, hashing)? Click here to enter text.
Who has access to information stored or processed by the vendor? Click here to enter text.
Does the vendor perform background checks on personnel with administrative access to servers, applications and customer data? Click here to enter text.
Does the vendor subcontract any functions, such as analytics? Click here to enter text.
During support calls, what is the vendor’s process for authenticating callers and resetting access controls, as well as establishing and deleting accounts? Click here to enter text.
NETWORK OPERATIONS CENTER MANAGEMENT and SECURITY
Does the vendor perform regular penetration testing, vulnerability management, and intrusion prevention? Click here to enter text. 
Are all network devices located in secure facilities and under controlled circumstances (e.g. ID cards, entry logs)? Click here to enter text.
Are backups performed and tested regularly and stored off-site? Click here to enter text.
How are these backups secured? Disposed of? Click here to enter text.
Are software vulnerabilities patched routinely or automatically on all servers? Click here to enter text.
[bookmark: _Hlk528160960]Web Content Accessibility Guidelines (WCAG) 2.0 Level AA Compliance Review
ACCESSIBILITY CRITERIA FOR NEW CONTENT AND FUNCTIONALITY: In compliance with the W3C, WCAG and WAI-ARIA 1.0 https://www.w3.org/TR/WAIWEBCONTENT/, South Carolina shall utilize the success criteria outlined below to assess the accessibility level of all new online content prior to publication.  As of January 1, 2017, South Carolina’s expectation is that all online content and functionality meets WCAG 2.0 Level AA compliance.   
WEB CONTENT ACCESSIBILITY GUIDELINES 2.0 Level AA Compliance
This product/service is: (check one)
☐Fully WCAG 2.0 Level AA Compliant.
☐Partially WCAG 2.0 Level AA Compliant, but we offer Accommodation Options for non-compliant features
☐Partially WCAG 2.0 Level AA Compliant and we do NOT offer Accommodation Options for non-compliant features
☐Able to supply roadmap for achieving WCAG 2.0 Level AA Compliance
☐Not currently compliant


VENDOR INSTRUCTIONS: Vendor representative to complete the following chart by entering an “X” to indicate “Yes,” “No,” or “N/A” for each of the guidelines/success criteria noted below.  
	[bookmark: _GoBack]Guidelines/Success Criteria
	Yes
	No
	N/a
	Accommodations

	 Guideline 1.1 Text Alternatives: 
Provide text alternatives for any non-text content so that it can be changed into other forms people need, such as large print, braille, speech, symbols or simpler language.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	1.1.1 Non-text Content: 
All non-text content that is presented to the user has a text alternative that serves the equivalent purpose, except for the situations listed below. (Level A)
	
	
	
	

	Guideline 1.2 Time-based Media: 
Provide alternatives for time-based media.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	1.2.1 Audio-only and Video-only (Prerecorded): 
For prerecorded audio-only and prerecorded video-only media, the following are true, except when the audio or video is a media alternative for text and is clearly labeled as such: (Level A)
	
	
	
	

	1.2.2 Captions (Prerecorded): 
Captions are provided for all prerecorded audio content in synchronized media, except when the media is a media alternative for text and is clearly labeled as such. (Level A)
	
	
	
	

	1.2.3 Audio Description or Media Alternative (Prerecorded): 
An alternative for time-based media or audio description of the prerecorded video content is provided for synchronized media, except when the media is a media alternative for text and is clearly labeled as such. (Level A)
	
	
	
	

	1.2.4 Captions (Live): 
Captions are provided for all live audio content in synchronized media. (Level AA)
	
	
	
	

	1.2.5 Audio Description (Prerecorded): 
Audio description is provided for all prerecorded video content in synchronized media. (Level AA)
	
	
	
	

	Guideline 1.3 Adaptable: 
Create content that can be presented in different ways (for example simpler layout) without losing information or structure.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	1.3.1 Info and Relationships: 
Information, structure, and relationships conveyed through presentation can be programmatically determined or are available in text. (Level A)
	
	
	
	

	1.3.2 Meaningful Sequence: 
When the sequence in which content is presented affects its meaning, a correct reading sequence can be programmatically determined. (Level A)
	
	
	
	

	1.3.3 Sensory Characteristics: 
Instructions provided for understanding and operating content do not rely solely on sensory characteristics of components such as shape, size, visual location, orientation, or sound. (Level A)
	
	
	
	

	Guideline 1.4 Distinguishable: 
Make it easier for users to see and hear content including separating foreground from background.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	1.4.1 Use of Color: 
Color is not used as the only visual means of conveying information, indicating an action, prompting a response, or distinguishing a visual element. (Level A)
	
	
	
	

	1.4.2 Audio Control: 
If any audio on a Web page plays automatically for more than 3 seconds, either a mechanism is available to pause or stop the audio, or a mechanism is available to control audio volume independently from the overall system volume level. (Level A)
	
	
	
	

	1.4.3 Contrast (Minimum): 
The visual presentation of text and images of text has a contrast ratio of at least 4.5:1, except for the following: Large Text; Incidental; Logotypes (Level AA)
	
	
	
	

	1.4.4 Resize Text: 
Except for captions and images of text, text can be resized without assistive technology up to 200 percent without loss of content or functionality. (Level AA)
	
	
	
	

	1.4.5 Images of Text: 
If the technologies being used can achieve the visual presentation, text is used to convey information rather than images of text except for the following: Customizable; Essential (Level AA)
	
	
	
	

	Guideline 2.1 Keyboard Accessible: 
Make all functionality available from a keyboard.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	2.1.1 Keyboard: 
All functionality of the content is operable through a keyboard interface without requiring specific timings for individual keystrokes, except where the underlying function requires input that depends on the path of the user's movement and not just the endpoints. (Level A)
	
	
	
	

	2.1.2 No Keyboard Trap: 
If keyboard focus can be moved to a component of the page using a keyboard interface, then focus can be moved away from that component using only a keyboard interface, and, if it requires more than unmodified arrow or tab keys or other standard exit methods, the user is advised of the method for moving focus away. (Level A)
	
	
	
	

	Guideline 2.2 Enough Time:
Provide users enough time to read and use content.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	2.2.1 Timing Adjustable: 
For each time limit that is set by the content, at least one of the following is true: Turn off; Adjust; Extend; Real-time Exception; Essential Exception; 20 Hour Exception (Level A)
	
	
	
	

	2.2.2 Pause, Stop, Hide: 
For moving, blinking, scrolling, or auto-updating information, all of the following are true: Moving, blinking, scrolling; Auto-updating (Level A)
	
	
	
	

	Guideline 2.3 Seizures: 
Do not design content in a way that is known to cause seizures.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	2.3.1 Three Flashes or Below Threshold: 
Web pages do not contain anything that flashes more than three times in any one second period, or the flash is below the general flash and red flash thresholds. (Level A)
	
	
	
	

	Guideline 2.4 Navigable: 
Provide ways to help users navigate, find content, and determine where they are.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	2.4.1 Bypass Blocks: 
A mechanism is available to bypass blocks of content that are repeated on multiple Web pages. (Level A)
	
	
	
	

	2.4.2 Page Titled: 
Web pages have titles that describe topic or purpose. (Level A)
	
	
	
	

	2.4.3 Focus Order: 
If a Web page can be navigated sequentially and the navigation sequences affect meaning or operation, focusable components receive focus in an order that preserves meaning and operability. (Level A)
	
	
	
	

	2.4.4 Link Purpose (In Context): 
The purpose of each link can be determined from the link text alone or from the link text together with its programmatically determined link context, except where the purpose of the link would be ambiguous to users in general. (Level A)
	
	
	
	

	2.4.5 Multiple Ways: 
More than one way is available to locate a Web page within a set of Web pages except where the Web Page is the result of, or a step in, a process. (Level AA)
	
	
	
	

	2.4.6 Headings and Labels: 
Headings and labels describe topic or purpose. (Level AA)
	
	
	
	

	2.4.7 Focus Visible: 
Any keyboard operable user interface has a mode of operation where the keyboard focus indicator is visible. (Level AA)
	
	
	
	

	Guideline 3.1 Readable:
Make text content readable and understandable.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	3.1.1 Language of Page: 
The default human language of each Web page can be programmatically determined. (Level A)
	
	
	
	

	3.1.2 Language of Parts: 
The human language of each passage or phrase in the content can be programmatically determined except for proper names, technical terms, words of indeterminate language, and words or phrases that have become part of the vernacular of the immediately surrounding text. (Level AA)
	
	
	
	

	Guideline 3.2 Predictable: 
Make Web pages appear and operate in predictable ways.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	3.2.1 On Focus: 
When any component receives focus, it does not initiate a change of context. (Level A)
	
	
	
	

	3.2.2 On Input: 
Changing the setting of any user interface component does not automatically cause a change of context unless the user has been advised of the behavior before using the component. (Level A)
	
	
	
	

	3.2.3 Consistent Navigation: 
Navigational mechanisms that are repeated on multiple Web pages within a set of Web pages occur in the same relative order each time they are repeated, unless a change is initiated by the user. (Level AA)
	
	
	
	

	3.2.4 Consistent Identification: 
Components that have the same functionality within a set of Web pages are identified consistently. (Level AA)
	
	
	
	

	Guideline 3.3 Input Assistance: 
Help users avoid and correct mistakes.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	3.3.1 Error Identification: 
If an input error is automatically detected, the item that is in error is identified and the error is described to the user in text. (Level A)
	
	
	
	

	3.3.2 Labels or Instructions: 
Labels or instructions are provided when content requires user input. (Level A)
	
	
	
	

	3.3.3 Error Suggestion: 
If an input error is automatically detected and suggestions for correction are known, then the suggestions are provided to the user, unless it would jeopardize the security or purpose of the content. (Level AA)
	
	
	
	

	3.3.4 Error Prevention (Legal, Financial, Data): 
For Web pages that cause legal commitments or financial transactions for the user to occur, that modify or delete user-controllable data in data storage systems, or that submit user test responses, at least one of the following is true: Reversible; Checked; Confirmed (Level AA)
	
	
	
	

	Guideline 4.1 Compatible: 
Maximize compatibility with current and future user agents, including assistive technologies.
	Yes
	No*
	N/A
	*If “no” was indicated, identify accommodation

	4.1.1 Parsing: 
In content implemented using markup languages, elements have complete start and end tags, elements are nested according to their specifications, elements do not contain duplicate attributes, and any IDs are unique, except where the specifications allow these features. (Level A)
	
	
	
	

	4.1.2 Name, Role, Value: 
For all user interface components (including but not limited to: form elements, links and components generated by scripts), the name and role can be programmatically determined; states, properties, and values that can be set by the user can be programmatically set; and notification of changes to these items is available to user agents, including assistive technologies. (Level A)
	
	
	
	



Electronic Signature Functionality Review (if applicable)
To be approved, the new or revised electronic signature system must:
1.  Employ a SOUTH CAROLINA-approved authentication method at the time of signature;
2.  Meet SOUTH CAROLINA security standards for electronic records that contain data classified as internal, confidential, or restricted;
3.  Use appropriate controls to mitigate risks;
4.  Employ the access, monitoring, maintenance, security, and other controls necessary to provide reasonable assurance: of the authenticity of electronic signatures (verifies the identities of the signatories and demonstrates their intent to sign the applicable record), that the signatures will not be rescinded (the signer cannot make a legitimate or supportable claim they did not sign it), and of the integrity of the electronically signed records.
What is the method and software used to create the electronic signature? Click here to enter text.

Signature description and format:  Click here to enter text.

Evidence of signature transaction consent: Click here to enter text.

Methods used to authenticate signature/identity and date: Click here to enter text.

Electronic signature record storage methodology: Click here to enter text.

Alternatives available to using this electronic signature: Click here to enter text.

Transaction risk level factors: Click here to enter text.

Additional Notes / Comments: Click here to enter text.
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