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(RFI)  
Amendment 5 
	 Solicitation:
 Date Issued:
 Procurement Officer:
 Phone:
 E-Mail Address:
 Mailing Address:
	 5400028908
 10/27/2025
 KARISHMA BOLAR
 803-734-4839
 kmbolar@ed.sc.gov
 SCDE
 849 Learning Lane
 West Columbia, SC 29172


 
	 DESCRIPTION: Test Security Incident Reporting Portal Request for Information

	USING GOVERNMENTAL UNIT: S.C. Department of Education (SCDE)


 
	  

	 SUBMIT RFQ RESPONSE BY (Opening Date/Time): 1/17/2026 1/23/2026 11:00AM EST  

	 QUESTIONS MUST BE RECEIVED BY: 11/5/2025 10:00 AM ET  

	 
If no redacted copy of your submission is required, please initial here: ________

	 CONFERENCE TYPE:
 DATE & TIME:   n/a
 
 (As appropriate, see "Conferences - Pre-Bid/Proposal" & "Site Visit" provisions)
	 LOCATION: n/a



  
	You must submit a signed copy of this form with your response.  

	 NAME OF OFFEROR
 
 
 (full legal name of business submitting the offer)
	The entity named must be a single and distinct legal entity. Do not use the name of a branch office or a division of a larger entity if the branch or division is not a separate legal entity, i.e., a separate corporation, partnership, sole proprietorship, etc.

	 AUTHORIZED SIGNATURE
 
 (Person must be authorized to submit sign of behalf of the company.)
	DATE SIGNED
 
 

	 TITLE
 
 (business title of person signing above)
	 STATE VENDOR NO.
 
 (Register to Obtain S.C. Vendor No. at www.procurement.sc.gov)

	 PRINTED NAME
 
 (printed name of person signing above)
	 STATE OF INCORPORATION
 
 (If you are a corporation, identify the state of incorporation.)


 
	 OFFEROR'S TYPE OF ENTITY: (Check one) (See "Signing Your Offer" provision.) 
 
 ___ Sole Proprietorship ___ Partnership ___ Other_____________________________
 
 ___ Corporate entity (not tax-exempt) ___ Corporation (tax-exempt) ___ Government entity (federal, state, or local)


COVER PAGE - ON-LINE ONLY (MAR. 2015)
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	ACKNOWLEDGMENT OF AMENDMENTS
Offerors acknowledges receipt of amendments by indicating amendment number and its date of issue. (See "Amendments to Solicitation" Provision)

	Amendment No.
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	Amendment No.
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	Amendment No.
	Amendment Issue Date
	Amendment No.
	Amendment Issue Date
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Name, direct phone line and email address of point of contact person for this submission:

_________________________________________________________________



AMENDMENTS TO SOLICITATION (MODIFIED) 

(a)The Request for Information may be amended at any time prior to opening. All actual and prospective vendor should monitor the following web site for the issuance of Amendments: 

https://ed.sc.gov/finance/procurement/procurement-advertisements/

Vendors shall acknowledge receipt of any amendment to this Request for Information by identifying the amendment number and date in the space provided for this purpose on Page Two and returning with solicitation response.

I. Updated Schedule
SUBMIT RFI RESPONSE BY (Opening Date/Time) has been updated to 1/17/2026 1/23/2026 11:00 AM ET.
The Request for Information schedule has been amended to extend the response deadlines. This extension is provided to allow the South Carolina Department of Education (SCDE) sufficient time to review and respond to vendor questions submitted during the inquiry period. All revised dates are reflected in the updated solicitation timeline.
[bookmark: Page_2]

TEST SECURITY INCIDENT REPORTING ANSWERS TO QUESTIONS

1. For question #3 under General – Are you looking for users to be automatically created within the software when a new person is added to the DEIMS with a specific role, and disabled if removed from that system, or are you looking for some other type of integration here?
- We already have a stable role management system in place, Access Management Tool (AMT), it is recommended to continue using this system.  New users can be added to the system.  The user will create an account in the Application Portal.  Then the user is added to the Access Management System (AMT) system.  There the user can be assigned the role to have access to the application.  In addition, the WAC has to assign the user the role in DEIMS.  Also, the user can be removed from the AMT system.  Removing them prohibits access to the application.  The new application will be able to integrate with the AMT system so the users can utilize the new application for their needs.

1. How many District Test Coordinators are there that would need access to the software?
-The State requests a total of two hundred (200) users for the districts that would need access to the software.  There should not be a limit on how many people can access the system at one time.

1. How many SCDE Test Security Team members are there that would need access to the software?
-The State requests ten (10) SCDE Test Security Team members that would have access to the software. 

1. How many total concurrent users do you anticipate being in the system?
-The State requires that the system support concurrent access for all authorized users. In other words, there should be no limitation on the number of users accessing the system at the same time.

1. Are you looking to migrate data to the software from an existing system? If so, what is the database or file format the data would be provided in?
-Yes, the State is looking to migrate data to the software from an existing system. 
The current database name is Test Security Violations. The database is created using SQL Server, which is a relational database system that stores the data into tables. The data is stored, managed and retrieved to process data.  This will also be applicable for the new application.  
1. a. Does the State have a current system for managing Test Security Incidents?
-Yes, the State currently has a system for managing Test Security Incidents. 
b. If so, how many incidents would the State be interested in converting to the
   new system? 
-Currently, there are 2,460 incidents in the State’s reporting application that would   be considered for conversion to the new system.
c. If so, what is the name of the system?
-The State currently uses an application that was developed in-house.

1. [bookmark: _Hlk215657600]a. Given that the District and Entity Information Management System (DEIMS) would be the system of record for district personnel who can submit incidents, is the State interested in synching with that system in the creation of named users? Or is the State open to a portal using other functionality to govern access rights and  
permissions?
[bookmark: _Hlk215657743]-The State will send an initial list of District Test Coordinators to the vendor and will update as needed.
For the Test Security Violation application, the state is already synched with the DEIMS system.  The Web Access Coordinator must assign the user the role.  If that user is not assigned a role in DEIMS, they will not have proper access to the TSV application.
· How many users are you anticipating? 
-The State requests approximately 200 users to be shared between the districts.
· What system is used as the DEIMS?
-The State currently uses DEIMS

1. Authentication and Identity Management: Regarding the "secure login" requirement and the mandate to use the DEIMS directory:

7. Does the S.C. Department of Education (SCDE) utilize an existing Single Sign-On (SSO) solution or identity provider (e.g., Microsoft Entra ID/Azure AD, Google Workspace, ADFS, SAML 2.0, or OAuth 2.0) that the TSIRP should integrate with for authentication?
-The SCDE uses a single sign-on system that allows users to be authenticated with their primary username and password.  This generates a digital token that allows the user access to all applications they have been granted access to.  

7.  If an SSO solution exists, will it provide the necessary user roles (e.g., "District Test Coordinator", "SCDE test security team member") as attributes or claims in the authentication token? Or should the TSIRP be expected to manage these roles internally after a user is authenticated?
- Yes, The SSO solution exists, and it currently manages these roles.  This process may change depending on the new system selected. 

1. DEIMS Directory Synchronization: Related to the requirement to use the DEIMS directory to maintain an updated list of personnel:
8. Is there an API available for DEIMS that the TSIRP can query to synchronize user data (e.g., names, email, district/school affiliation)?
-No, There is no API available that the district can tap into.
8.  If an API is not available, what is the expected workflow for this synchronization? (e.g., a periodic CSV/Excel file upload provided by an SCDE administrator?)
-The workflow is to contact an SCDE administrator that manages the DEIMS application.
1. Hosting and Environment: As we are proposing a modern Progressive Web App (PWA) solution, could you clarify the intended hosting environment?
9. Is the vendor expected to provide a fully managed, cloud-hosted Software-as-a-Service (SaaS) solution?
- Please note that you are not submitting a proposal at this stage, but rather providing information about the product you offer or work with. The hosting environment for this solution has not yet been finalized.
9. Or, will this application be deployed on SCDE-managed infrastructure (e.g., on-premises servers or an SCDE-managed cloud tenant)?
-This is the current infrastructure setup.  The Test Security Violation application is deployed and managed to the SCDE on-premises infrastructure. The network, servers, data storage and software are all on-premises. This includes testing the application, staging it and deploying it to the live Application Web Portal. 
The new application can be hosted in the cloud are on-premises.  If hosted in the cloud, it would be best to use a tool like Microsoft Power Apps Canvas Apps.  This cloud solution will allow the application to run cross-platform, be able to access it from anywhere, have it for use on any size screen, integrate with other Microsoft apps like MS Teams and can be built with a faster response-time due to low-code.  

1. Accessibility: Are there any accessibility standards the portal must meet (e.g., WCAG 2.1 compliance, ADA requirements)?
-Yes, the State requires the portal to meet WCAG 2.1 and ADA requirements.  The State is committed to making its digital and information technologies accessible to individuals with disabilities by meeting or exceeding the requirements of Section 508 of the Rehabilitation Act (29 U.S.C. §794d)

1. Language Support: Is there a requirement for multilingual language support?  If so, what languages need to be supported?
-No, there is no requirement for multilingual language support.  The State requests the portal support in English language.
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[bookmark: SC_02_2A095_2]GENERAL INFORMATION AND PROCUREMENT PROCESS
1. This RFI is issued solely for market research, planning, and informational purposes and is not to be construed as a commitment by the State to acquire any product or service or to enter into a contractual agreement.

2. Any costs incurred by a party in preparing or submitting information in response to the RFI are the sole responsibility of the submitting party.

3. Questions 
 
All questions must be submitted via email and received by the Procurement Officer for this solicitation no later than November 5, 2025, at 10:00 AM ET.  
Please do not wait until the last minute to submit your questions.

Email is the method for submitting questions and communicating with the procurement officer, Title the “Subject Line” of your email(s): “Request for Information – Test Security Incident Reporting”
Questions must be submitted in an easily copied format such as MS Word. 
Please DO NOT insert your questions into tables or separate them with lines. Simply number them down the page. 
Email: kmbolar@ed.sc.gov

1. [bookmark: Page_5][bookmark: _Hlk211603877]Confidential Information
Submitting confidential information: For every document prospective offeror submits in response to or with regard to this Request for Qualifications, prospective offeror must separately mark with the word "CONFIDENTIAL" every page, or portion thereof, that prospective offeror contends contains information that is exempt from public disclosure because it is either (a) a trade secret as defined in Section 30- 4-40(a)(l ), or (b) privileged and confidential, as that phrase is used in Section 11-35-410. For every document prospective offeror submits in response to or with regard to this Request for Qualifications, prospective offeror must separately mark with the words "TRADE SECRET" every page, or portion thereof, that prospective offeror contends contains a trade secret as that term is defined by Section 39-8-20 of the Trade Secrets Act. For all document prospective offerors submit in response to or with regard to this Request for Qualifications, prospective offerors must separately mark with the word "PROTECTED" every page, or portion thereof, that prospective offeror contends is protected by Section 11-35-1810. All markings must be conspicuous; use color, bold, underlining, or some other method in order to conspicuously distinguish the mark from the other text. Do not mark your entire response as confidential, trade secret, or protected. In determining whether to release documents, the State will detrimentally rely on prospective offerors' marking of documents, as required by these instructions, as being either "CONFIDENTIAL" or "TRADE SECRET" or "PROTECTED". By submitting a response, prospective offeror agrees to defend, indemnify and hold harmless the State of South Carolina, its agencies, officers and employees, from every claim, demand, loss, expense, cost, damage or injury, including attorney's fees, arising out of or resulting from withholding information by the State of South Carolina or any of its agencies, that prospective offeror marked as "CONFIDENTIAL" or "TRADE SECRET" or "PROTECTED". (All references to S.C. Code of Laws.)
Note: Redacted copies must reflect the same pagination of the original and show the empty space (or blacked out sections) from which information was redacted. If a redacted copy is not submitted and we receive a FOIA request, we will have to release your proposal response as is. Your entire response cannot be redacted. Pricing cannot be redacted (if you use formulas or pricing structures that are proprietary you can redact those, but you cannot redact the final price).  If no redacted copy is required, please initial appropriate section on cover page.

2. Deadline for submission of your response
The SCDE will receive responses until the opening date and time shown on the cover page.  It is the vendor’s responsibility to ensure the SCDE receives their response.   Subject line of email with response must read: Response to RFI for Test Security Incident Reporting.

If your company is unable to provide this service, we would greatly appreciate a brief reply confirming that. This will assist us in planning future procurements related to this tool.

























Scope
Over 550 suspected violations are entered into the State’s current violation portal each academic year. Approximately 85% of the incidents are entered during the months of April through June. It is imperative that a new Test Security Incident Reporting Portal (TSIRP) can handle a large influx of data at one time across the state with minimal outage situations occurring that may potentially hinder this process. Each incident must be stored in TSIRP for at least five years or be able to be downloaded to a readable file in the State’s database. 
The State uses TSIRP to collect information regarding incidents that occur during state assessments. These incidents may include potential violations of South Carolina state testing law and State Board Regulations which govern all state assessments. The Portal will provide an electronic means for districts to report this mandated information. 
[bookmark: _Hlk211603191]The State is seeking a vendor who will provide a secure Test Security Incident Reporting Portal (TSIRP) for districts to enter incidents surrounding potential test security violations that occur during state testing. 
We invite the vendor to provide the following information. Please respond to the following items using the same order, headers, and numbering as presented. This will help ease of review. 
General
1. SCDE requires a Portal that supports key functions, including the ability for information to be downloaded into an Excel spreadsheet. While the specific design and structure of the Portal have not been finalized, vendors are asked to describe their proposed approach to Portal development, including user interface, adaptability, and alignment with the State’s functional needs.
2. If a contract is awarded, the SCDE requires the vendor to maintain and update the Portal for the duration of the agreement. Please confirm whether this ongoing support is within your scope of services.
3. The SCDE requires the vendor to maintain a dedicated role in the District and Entity Information Management System (DEIMS) and to use the State’s school directory located there to maintain an updated list of district personnel with Portal access. Please indicate your capacity to fulfill this responsibility.
4. The SCDE requires a description of your data security procedures. Please provide details outlining how your organization ensures data protection and system integrity.

[bookmark: 1.1_Submission_Request]Requirements
SCDE requires a Portal capable of performing the functions listed below. Please indicate whether your organization can meet these requirements and briefly describe your approach to fulfilling each.

1. Generate a unique Incident ID number for each incident. 
2. Automatically generate date and time incident is entered.
3. Sign on page for each district’s District Test Coordinator (DTC) with a secure login name and password
a. Required Information Input areas
4. Allow the authorized district personnel to input information into the following fields using a drop-down menu:
a. District
b. School
c. School Year
d. Testing Program/Subject
e. Assessment Grade Level 
f. Date of Incident

5. Allow the DTC to input information into the following fields via typing: 
a. Incident Reported by – First Name field and Last Name field
b. Email Address	
c. Phone Number
d. Incident Description: This must allow a brief description of only the facts surrounding the incident being reported (Specify character limit)
i. Person(s) Responsible for Incident Occurrence (Include fields for the following): 
Role, First Name, Last Name, Certificate Number
ii. District Test Coordinator (include fields for the following)
Full Name, E-mail Address, Phone Number
iii. School Test Coordinator(s) (Include fields for the following)
Full Name, E-mail Address
e. South Carolina Laws Violated (Drop down menu. Must be able to select more than one.)
f. State Board Regulations Violated (Drop down menu. Must be able to select more than one.)
g. Statements from involved parties (Must be able to upload in Word or Adobe)
h. Comments (automatically generate date entered and by whom) Specify character limit
i. Files: (Indicate maximum file size. The State must be able to open files downloaded into the Portal by district. This field must have a time and date stamp and be able to receive both word and adobe files.)
j. IEP/ILAP/504 Violation if the incident is related to an accommodation, include IEP/504 meeting minutes. (yes or no answer choice) If yes, the ability to upload documents here is necessary)
k. Is there a chance items were compromised in this incident? (exposed to outside applications, posted on social media, etc.) (yes or no answer)
l. Function that requires all the above fields to be completed before district personnel are able to submit the incident.

6. The Portal must be able to identify which SCDE test security team member processed each violation by SCDE sign-on credentials.
The following fields are required and must only be accessed by SCDE test security team members to enter information: 
a. Did Violation(s) Occur? (yes or no answer choices)
b. Was the Test Score Validated or Invalidated? (yes or no answer choices)
c. If the score was invalidated (Drop down menu with the following): 
i. Already done by the district
ii. Already done by the State
iii. Needs to be done
iv. Date of invalidation (add calendar)
d. Actions Recommended (Drop down menu to be determined)
e. Explanation of Actions (typing space)
f. The State requests that all data entered in the Portal be collected in such a way that it is exportable (by members the test security team or other assigned agents) and sortable by field.
7. [bookmark: 1.2_Questions_for_Response]Additional Questions for vendors: 
a. What security measures does/will the vendor have in place to maintain the security of the Portal? 
b. The SCDE requires the vendor use a Microsoft format for downloading information from the Portal.  Can your company meet that requirement?
c. The SCDE requires the vendor provide training and technical support on the Portal's use. Can your company meet that requirement?
d. What steps does the vendor take and implement to mitigate security breaches in the Portal?
e. [bookmark: _Hlk180566496]Are mail merges possible for the following: automatic email to the superintendent and district agent after the test security member responds to the incident in the Portal?
f. For vendors that publish commercial off-the-shelf TSIRPs please also provide the following information:
i. A description of your company’s system.
ii. Feedback on whether you would be willing to do onsite or Web-based demonstrations of your product(s) as well as what type of approach would work best (Including scheduling lead time).
[bookmark: 2.2_Questions_for_Response][bookmark: 3_SCDHHS_MITA_State_Self-Assessment] 
 PRICING
This solicitation is issued as a Request for Information (RFI). Please provide a ballpark figure for the pricing for product you would offer to satisfy the SCDE’s requirements. Pricing submitted is for information purposes only. 
 
VENDOR TERMS IDENTIFICATION

As part of this RFI, vendors will submit any terms, conditions, or contractual provisions that are mandated by their organization and would need to be included in a contract resulting from a potential solicitation.  If there aren’t any, please provide a statement to such effect.
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