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CYBER SECURITY FUNDAMENTALS   STUDENT PROFILE
COURSE CODE 5370   

	Directions:
	Evaluate the student using the applicable rating scales below and check the appropriate box to indicate the degree of competency.  The ratings 3, 2, 1, and N are not intended to represent the traditional school grading system of A, B, C, and D.  The description associated with each of the ratings focuses on the level of student performance or cognition for each of the competencies listed below.

	
	

	PERFORMANCE RATING
	COGNITIVE RATING

	 3 - Skilled--can perform task independently with no supervision
 2 - Moderately skilled--can perform task completely with limited supervision 
 1 - Limitedly skilled--requires instruction and close supervision
 N - No exposure--has no experience or knowledge of this task
	3 - Knowledgeable--can apply the concept to solve problems
2 - Moderately knowledgeable--understands the concept
1 - Limitedly knowledgeable--requires additional instruction
N - No exposure--has not received instruction in this area




	[bookmark: _GoBack]A.  SAFETY AND ETHICS

	 3    2    1    N
	

	__  __  __  __1.
	Identify major causes of work-related accidents in offices.

	__  __  __  __2.
	Describe the threats to a computer network, methods of avoiding attacks, and options in dealing with virus attacks.

	__  __  __  __3.
	Identify potential abuse and unethical uses of computers and networks.

	__  __  __  __4.
	Explain the consequences of illegal, social, and unethical uses of information technologies (e.g., privacy; illegal downloading; licensing                        infringement; inappropriate uses of software, hardware, and mobile devices).

	__  __  __  __5.
	Differentiate between freeware, 
shareware, and public domain                                 software copyrights.

	__  __  __  __6.
	Discuss computer crimes, terms of use, and legal issues such as copyright laws, fair use laws, and ethics pertaining to scanned and downloaded clip art images, photographs, documents, video, recorded sounds and music, trademarks, and other elements for use in Web publications.

	
	

	__  __  __  __7.
	Identify netiquette including the use 
of e-mail, social networking, blogs,                             texting, and chatting.

	__  __  __  __8.
	Describe ethical and legal practices in business professions such as safeguarding the confidentiality of business-related information.

	__  __  __  __9.
	Discuss the importance of cyber safety and the impact of cyber bullying.

	
	

	B.  EMPLOYABILITY SKILLS

	 3    2    1    N
	

	__  __  __  __1.
	Identify positive work practices (e.g., appropriate dress code for the workplace, personal grooming, punctuality, time management, organization).

	__  __  __  __2.
	Demonstrate positive interpersonal skills (e.g., communication, respect, teamwork).

	
	

	C.  STUDENT ORGANIZATIONS

	 3    2    1    N
	

	__  __  __  __1.
	Explain how related student organizations are integral parts of career and technology education courses.

	__  __  __  __2.
	Explain the goals and objectives of related student organizations.

	__  __  __  __3.
	List opportunities available to students through participation in related student organization conferences/competitions, community service, philanthropy, and other activities.

	__  __  __  __4.
	Explain how participation in career and technology education student organizations can promote lifelong responsibility for community service and professional development.

	
	

	D.  INTRODUCTION TO INFORMATION ASSURANCE

	 3    2    1    N
	

	__  __  __  __1.
	Explain the importance of data security.

	__  __  __  __2.
	Explain the concepts of confidentiality, integrity, and availability (CIA).

	__  __  __  __3.
	Research current events on breaches; focus on particular Information Assurance (IA) areas that were compromised.

	__  __  __  __4.
	Explain the importance of physical security.

	
	

	
E.  BASIC COMPUTER AND NETWORK 
     ARCHITECTURE

	 3    2    1    N
	

	__  __  __  __1.
	Explain the security function and purpose of network devices and technologies.

	__  __  __  __2.
	Distinguish and differentiate between network design elements and compounds.

	__  __  __  __3.
	Build cabling (passthrough, crossover, and TAP).

	__  __  __  __4.
	Configure firewalls.

	__  __  __  __5.
	Configure network connections (in Windows or Linux).

	__  __  __  __6.
	Use basic Windows or Linux commands to configure communications (e.g., ipconfig).

	__  __  __  __7.
	Design a basic network topology.

	
	

	F.  ADVANCED NETWORKING AND SECURITY

	 3    2    1    N
	

	__  __  __  __1.
	Apply and implement secure network administration principles.

	__  __  __  __2.
	Implement and use common protocols.

	__  __  __  __3.
	Identify commonly used default network ports.

	__  __  __  __4.
	Set up a Network Address Translation (NAT) device.

	__  __  __  __5.
	Spoof a Media Access Control (MAC) address.

	__  __  __  __6.
	Configure Virtual Private Network (VPN) (2).

	__  __  __  __7.
	Configure a remote access policy Layer 2 Tunneling Protocol (L2TP) and Point-to-Point Tunneling Protocol (PPTP) (2).

	__  __  __  __8.
	Set up common protocols, e.g., SSH, netstat, SMTP, nslookup, Telnet, DNS/Bind, FTP, IIS/Web Pages, DHCP/DNS server.

	__  __  __  __9.
	Locate open ports (port scan).

	__  __  __  __10.
	Use netstat – a.

	
	

	G.  HOST SYSTEM AND APPLICATION SECURITY

	 3    2    1    N
	

	__  __  __  __1.
	Compare and contrast common operating systems, e.g., Windows, Linux, OSX.

	__  __  __  __2.
	Compare and contrast common file systems.

	__  __  __  __3.
	Explain the importance of application security.

	__  __  __  __4.
	Disable macros.

	__  __  __  __5.
	Install and configure anti-virus software.

	__  __  __  __6.
	Perform command line exercises (OS specific.

	__  __  __  __7.
	Analyze and differentiate between types of application attacks.

	__  __  __  __8.
	Implement Active X and Java Security.

	__  __  __  __9.
	Discuss protection from buffer overflow attacks.

	__  __  __  __10.
	Prevent input validation attacks and scripting attacks.

	__  __  __  __11.
	Implement secure cookies.

	
	

	H.  SECURITY ADMINISTRATION

	3    2    1    N
	

	__ __ __ __  1.
	Carry out appropriate procedures to establish host security.

	__ __ __ __  2.
	Secure operating systems (OS).

	__ __ __ __  3.
	Secure a Web browser.

	__ __ __ __  4.
	Baseline host OS.

	__ __ __ __  5.
	Install and manage MS Windows.

	__ __ __ __  6.
	Analyze security using Microsoft Baseline Security Analyzer (MBSA).

	__ __ __ __  7.
	Back up data – Microsoft (MS) Backup/Restore.

	__ __ __ __  8.
	Audit Windows/Linux.

	__ __ __ __  9.
	Select/Set file/folder permissions in Windows/Linux.

	__ __ __ __  10.
	Set up shared documents/folders.

	__ __ __ __  11.
	View/Edit Windows services (disable services).

	__ __ __ __  12.
	Enable Extended File System (EFS).

	__ __ __ __  13.
	View and change the backup archive bit.

	__ __ __ __  14.
	Secure DNS/BIND, web, e-mail, messaging, FTP servers.

	__ __ __ __  15.
	Secure directory services/DHCP/file and print servers.

	
	

	I.   ACCESS CONTROL AND IDENTITY 
     MANAGEMENT

	3    2    1    N
	

	__ __ __ __  1.
	Explain the function and purpose of authentication services.

	__ __ __ __  2.
	Explain the fundamental concepts and best practices related to authentication, authorization, and access control.

	__ __ __ __  3.
	Implement appropriate security controls when performing account management.

	__ __ __ __  4.
	Review Passfaces.com (authentication).

	__ __ __ __  5.
	Manage user accounts.

	
	

	J.  THREATS AND VULNERABILITIES

	3    2    1    N
	

	__ __ __ __  1.
	Analyze and differentiate among types of attacks.

	__ __ __ __  2.
	Analyze and differentiate among types of social-engineering attacks.

	__ __ __ __  3.
	Distinguish between reconnaissance, e.g., DoS/DDoS, session and spoofing, DNS attacks, switch attacks, MITM attacks, cross site scripting/drive by attacks.

	__ __ __ __  4.
	Distinguish social engineering attacks, e.g., phishing/spear phishing, dumpster diving, “blagging,” pretexting.

	__ __ __ __  5.
	Explore footprinting.



